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@ Immunefi
About Immunefi

Immunefi is the security platform for the onchain economy, and 93% of crypto's critical vulnerability
disclosures now flow through it. Founded in December 2020, it protects more than $180 billion in assets
across 650-plus protocols, including MakerDAO, Optimism, Filecoin, LayerZero, Chainlink, Arbitrum, Lido,
and Polygon. It has helped prevent more than $25 billion in hacks and paid more than $140 million in
bounties, more than the rest of the market combined. Its unified security platform combines bug bounties,
audit competitions, Al-assisted security, and coordinated vulnerability disclosure, powered by more than
85,000 researchers and a proprietary exploit dataset built since 2020. The thesis: crowdsourced security,
supercharged with Al, is the only defense that scales to meet Al-driven attacks.

Learn how you can benefit too at immunefi.com.
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@ Immunefi
Immunefi Audit Competitions

Immunefi has one of the largest communities of security researchers, with over 85,000 members. This

community is mobilised through Audit Competitions.

In audit competitions, a prize pool is shared, and the codebase is opened to Immunefi's researcher network
for a fixed competition window. Audit Competitions are quantitatively superior to private audits, and these
findings are supported by data from 1,178 public audit reports from Trail of Bits, Zellic, and OpenZeppelin.

1. Improving the cost efficiency of bug finding: On average, a critical or high vulnerability costs about
$66,000 in a private audit. This cost is reduced by about 10x in an audit competition, with an average of
$6,548.

2. Improving coverage, scrutiny and findings: An audit assigns 2 to 5 people to your code, while recent
Immunefi competitions drew 952, 943 and 1,415 submissions. Hundreds of researchers cover more of the

codebase and find more bugs.

The median Immunefi audit competition finds 2 serious findings, compared to O for a Tier-1 private audit. The
same applies for critical bugs: more than 1in 2 Immunefi audit competitions find those, compared to only 1in
6 Tier-1 audits. All in all, Immunefi audit competitions average 6.2 critical or high findings, and Tier-1 audits
only about 1.5.

Comparative Analysis between Private Audits and Audit Competitions

Tier-1 private audit Immunefi audit competition
Engagements measured 1,178 58
Median serious findings 0 2
Average per engagement 1.5 6.2
Surfaced at least one critical 1in6 more than 1in 2
Cost per critical-or-high ~$66,000 $6,548

The best single report across all 1178 found 21 critical-and-high issues. One Immunefi competition on a $100K
pool found 43. Recent competitions on Immunefi include Firedancer V1, Base Azul, and the Ethereum Protocol

Attackathon. Every finding, severity and payout is published at immunefi.com/audit-competition.
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@ Immunefi

Terminology

For the purpose of this assessment we adopt the Immunefi severity classification defined by the Quantus
Audit Competition programme. Severity is determined by impact: each finding is mapped to a named impact
from the programme’s Impacts in Scope table, and the severity of that impact is the severity of the finding.

The table is defined per asset type, so the same consequence can carry a different severity depending on
whether it is reached through the chain, an application, or a smart contract. A runnable proof of concept
was required for every submission at every severity level. Insight is a tier below Low, used for observations
with no demonstrated in-scope impact; it cannot be self-selected at submission and is designated by
Immunefi or the project team.

The bands below are those that apply to the assets in scope of this competition.
Insights aren't included in the table, since they lack severity/impact.

Blockchain / DLT

Severity | In-scope impacts

- Network not being able to confirm new transactions (total network shutdown)
- Unintended permanent chain split requiring hard fork

- Soundness bug in the ZK circuit

- Direct loss of funds

- Inflation bugs (unauthorized minting)

- Permanent freezing of funds

- Unintended chain split (network partition)

- Temporary freezing of network transactions by delaying one block by 500% or more of the average block
time of the preceding 24 hours

- Causing network processing nodes to process transactions from the mempool beyond set parameters

- RPC API crash affecting projects with 25% or more of the market capitalization

Medium - Increasing network processing node resource consumption by at least 30% without brute force actions

- Shutdown of 30% or more of network processing nodes without brute force actions, but not shutting
down the network

- A bug in the respective layer 0/1/2 network code resulting in unintended smart contract behavior with no
concrete funds at direct risk

Low - Shutdown of more than 10% but less than 30% of network processing nodes without brute force actions
- Modification of transaction fees outside of design parameters
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@ Immunefi

Websites & Applications

Severity

In-scope impacts

- Execute arbitrary system commands

- Retrieve sensitive data or files from a running server

- Taking down the application or website

- Taking state-modifying authenticated actions on behalf of other users without any interaction by that user
- Subdomain takeover with already-connected wallet interaction

- Direct theft of user funds

- Malicious interactions with an already-connected wallet

- Injection of malicious HTML or XSS through metadata

- Injecting or modifying persistent static content without JavaScript

- Changing sensitive details of other users without already-connected wallet interaction and with up to one
click of user interaction

- Improperly disclosing confidential user information

- Subdomain takeover without already-connected wallet interaction

Medium

- Changing non-sensitive details of other users with up to one click of user interaction

- Injecting or modifying reflected static content without JavaScript

- Redirecting users to malicious websites (open redirect)

- Inaccuracies to the weight accounting system that under- or overcharge by more than 50% of the correct
amount

Low

- Inaccuracies to the weight accounting system that under- or overcharge by less than 50% of the correct
amount

- Changing details of other users with significant user interaction

- Taking over broken or expired outgoing links

- Temporarily disabling a user’s access to the target site
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@ Immunefi

Executive Summary

Over the course of 13 days in August 12 — August 25, 2026, Quantus ran an audit competition on Immunefi
covering seven assets across Blockchain/DLT and Websites & Applications. The competition resolved into
66 unique findings: 9 Critical, 19 High, 26 Medium, 9 Low and 3 Insights.

Summary

Name

Quantus

Competition Type

Audit Competition

Competition Period

August 12 — August 25, 2026

Reward Pool $20,000 USDC
Languages Rust, Dart (Flutter)
Scope 64,840 lines of code across seven assets

PoC Requirement

Runnable, required at every severity

Unique Findings 66
Assets in Scope
Asset Repository Commit
Quantus chain immunefi-team it-comp-quantus-chain 3b243b87
Quantus mobile app immunefi-team it-comp- ntus- - mobile- d5fc4d65
Quantus SDK immunefi-team/audit-comp-quantus-apps 2> quantus_sdk d5fc4d65
ap-zk-circuits immunefi-team/audit-comp-guantus-gp-zk-circuits 2a6914ed
gp-rusty-crystals (hdwallet) immunefi-team/audit-comp-quantus-ap-rusty-crystals - hdwallet 94dfe6eb
gp-rusty-crystals (dilithium) immunefi-team/audit-comp-guantus-gp-rusty-crystals = dilithium 94dfe6eb
ap-poseidon Quantus-Network/ap-poseidon f885ad5
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https://github.com/immunefi-team/audit-comp-quantus-chain
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/audit-comp-ready/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/audit-comp-ready/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-qp-zk-circuits
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/audit-comp-ready/hdwallet
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/audit-comp-ready/dilithium
https://github.com/immunefi-team/audit-comp-quantus-qp-poseidon

@3 Immunefi

Issues Found

Severity Blockchain/DLT Websites & Apps Total
5 4 9
13 6 19
Medium 21 5 26
Low 7 2 9
Total 48 18 66

Findings index — Blockchain/DLT

Finding ID Severity | Report Name

IMM-BC-CRITICAL-89136 Missing deposit-release calls in the high-security whitelist permanently freeze reserved

balances, including a rescuer's recovery deposit

IMM-BC-CRITICAL-88628 Il IER VAR =13 dYe Checks the deposit precondition on a larger value than it

credits, destroying near-dust senders' funds

IMM-BC-CRITICAL-89438 Miner-controlled future timestamps let a reversible transfer execute inside its

cancellation window

IMM-BC-CRITICAL-88609 High-security gate inspects only the call, so an unbounded transaction tip drains a

protected account in one block

IMM-BC-CRITICAL-89819 Missing FIPS 204 domain separation lets a victim's message signature authorize a

transaction

IMM-BC-HIGH-89065 Wormhole deposits below the circuit's fee-exitable minimum are recorded but can

never be exited, freezing user funds

IMM-BC-HIGH-88969 Multisig re-decodes opague call bytes without a depth limit, letting free

stack-exhaustion poison consume block authors

IMM-BC-HIGH-88250 Transient accept errors terminate the litep2p listener permanently, letting

unauthenticated TCP floods remove a node from the network

IMM-BC-HIGH-88404 Scheduler drops the caller's preimage reference on a failed enactment retry, silently

voiding a passed referendum

IMM-BC-HIGH-88938 Wormhole miner volume-fee credit records no ZK-tree leaf, stranding the keyless block

author's share

IMM-BC-HIGH-88498 Mining rewards are minted at planck precision while the miner's only leaf commits

whole quanta, stranding the remainder

IMM-BC-HIGH-88485 Wormhole pool deduplication keys on unverified nullifiers, letting one proof become

many fee-free mempool entries

IMM-BC-HIGH-89062 Unsigned wormhole exit proofs are verified without limit per block, letting any peer

exhaust every producer's build budget

IMM-BC-HIGH-89247 Wormhole inertness check keys on nullifiers instead of value, letting zero-value exits

settle free and grow state
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@ Immunefi

Finding ID Severity | Report Name

IMM-BC-HIGH-88566 High Bundle-level fee rounding settles less than the per-leaf fee the circuit locks, stranding
the difference

IMM-BC-HIGH-88223 High Wormhole miner fee and aggregator rebate are credited without a zk-tree leaf, freezing
them permanently

IMM-BC-HIGH-89139 High Credits to wormhole addresses are not quantized, so sub-quantum value is committed
to no leaf and unexitable

IMM-BC-HIGH-88297 High Scheduled transfers below the existential deposit can never execute and only the
guardian can clear them

IMM-BC-MED-88219 Medium Invalid proof-of-work is not attributed to the sending peer, so a hostile peer is never
penalised

IMM-BC-MED-88224 Medium Unvalidated peer-advertised block height pauses mining and suppresses block-import
notifications

IMM-BC-MED-88226 Medium sizes its read buffer to an unauthenticated peer's declared frame
length

IMM-BC-MED-88249 Medium still prices sr25519 after the switch to ML-DSA, undercharging
every signed extrinsic

IMM-BC-MED-88218 Medium Inherited sr25519 base weight leaves Dilithium verification unmetered in blocks and
unpriced in the pool

IMM-BC-MED-88397 Medium Self-directed reversible transfers record wormhole ZK-tree leaves for credits that never
occur

IMM-BC-MED-90047 Medium | Unbounded SURI path depth in bypasses the dev-account cap
through the public light-client protocol

IMM-BC-MED-88227 Medium | Degenerate-key filter in ML-DSA misses the [§ family that also drops the
challenge term

IMM-BC-MED-88386 Medium subscription tasks outlive unsubscribe, so RPC caps do not bound retained
tasks

IMM-BC-MED-89154 Medium Sparse public wormhole batches retain the full 742-exit weight declaration after
settling one exit

IMM-BC-MED-90343 Medium Txpool skips maintenance on every finality event, so watched transactions are falsely
timed out

IMM-BC-MED-88736 Medium Pre-authentication ML-KEM/ML-DSA Noise work is uncapped, letting unauthenticated
peers inflate node CPU and memory

IMM-BC-MED-90210 Medium Default transaction-pool size exceeds the gossip known-hash cache, causing repeated
full-peer disconnects and resource amplification

IMM-BC-MED-88329 Medium | Missing guardian consent in lets one signer exhaust any guardian's
bounded quota

IMM-BC-MED-89524 Medium skips settlement inside the claim rate-limit window, reassigning the
outgoing beneficiary's vested funds

IMM-BC-MED-90408 Medium | Safe RPC exposes with an unbounded derivation template,
pinning node CPU cores

IMM-BC-MED-88215 Medium Any account can permanently consume another address's bounded guardian index with

no consent or removal path

Immunefi Audit Competition
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@ Immunefi

Finding ID Severity | Report Name

IMM-BC-MED-88671 Medium Permissionless vesting lets a third party fragment a grant into rounding-lossy
payout leaves

IMM-BC-MED-89213 Medium Missing account-reaping cleanup leaves dead entries permanently occupying a
guardian's bounded index

IMM-BC-MED-89889 Medium Permissionless vesting strands a schedule below the termination threshold,
blocking the treasury's clawback

IMM-BC-MED-89307 Medium Sub-existential-deposit block fees are minted before the account-endowing reward and
diverted to the treasury

IMM-BC-LOW-88568 Low Transaction payment weight omits the custom fee collector's storage access,
undercharging every paid extrinsic

IMM-BC-LOW-89098 Low has no arm, so wrapped transfers carry zero
proof-recording weight

IMM-BC-LOW-90448 Low weight counts pending transfers but not the scheduler-agenda density
its cancellations pay for

IMM-BC-LOW-90496 Low Unreserved tips let one account fill a node's future queue and evict every lower-priority
transaction

IMM-BC-LOW-88830 Low Private-batch circuit does not bind a real positive-value output to a non-zero exit
account

IMM-BC-LOW-89077 Low Genesis wormhole leaves record , so reserved funds are represented as
exitable value

IMM-BC-LOW-89310 Low Asymmetric difficulty retarget lets an author-supplied timestamp book a deficit later

IMM-BC-INSIGHT-88243

IMM-BC-INSIGHT-88290

10

blocks cannot repay

Il I gilaledNW Yyl Validates only the coin type and the crate exports no path
constructor

is derived from the sender's raw protobuf bytes rather than from the decoded
public key
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@ Immunefi

Findings index — Websites & Apps

Finding ID Severity | Report Name

IMM-WA-CRITICAL-89007 Lock screen leaves the underlying wallet in the accessibility tree, letting a bound
service sweep the wormhole balance

IMM-WA-CRITICAL-88730 Generated (VIRSYXLIFIFRINIIN codec consumes a compact integer the runtime does
not, hiding [MESITIgEIN in a multisig proposal

IMM-WA-CRITICAL-89999 Multisig discovery stores the indexer-supplied address without recomputing the
derivation, letting a hostile indexer substitute the account

IMM-WA-CRITICAL-89802 Mobile signing path never validates the endpoint-supplied genesis hash, so a malicious
RPC binds signatures to another chain

IMM-WA-HIGH-88348 High decoding describes its primary branch twice, letting a 213-byte
proposal freeze the wallet Ul isolate

IMM-WA-HIGH-88483 High Approve sheet signs multisig bytes it failed to decode, showing amount zero and an
empty destination

IMM-WA-HIGH-90460 High Quantus POS latches on a pre-execution pool notification the payer
can still replace

IMM-WA-HIGH-89806 High SDK decoder lacks the chain's Vesting index, leaving an undecodable
multisig approval enabled

IMM-WA-HIGH-89095 High Android recovery-phrase clipboard expiry relies on an in-process timer that dies with
the app

IMM-WA-HIGH-88914 High Hide balances redacts amounts on the multisig approval screen, concealing an

fallback transfer

IMM-WA-MED-88274 Medium decoding drops the nested transfer summary, hiding the amount on the
multisig approval sheet

IMM-WA-MED-89188 Medium UTXO pager orders only by block height, so a page boundary drops a same-height
transfer from the claim list

IMM-WA-MED-88786 Medium Point-of-sale screen promotes a pre-execution pool notification to paid, so a
rolled-back [t MEIM reads as payment received

IMM-WA-MED-88221 Medium | Unvalidated [XINN in the deep link freezes the wallet on unbounded
materialisation

IMM-WA-MED-89478 Medium Balance-privacy display blanks the transfer amount on the multisig approval sheet
while Approve stays enabled

IMM-WA-LOW-88305 Low IR AR VIR R RFRY o[ IFIS omits the pallet's signer deduplication and returns an address
the chain never creates

IMM-WA-LOW-88263 Low Late check-phrase lookup overwrites the current recipient's phrase, so the review
screen vouches for another address

IMM-WA-INSIGHT-88382 - Wallet mnemonic stored with the default iOS Keychain accessibility class
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@ Immunefi
Findings — Blockchain/DLT

IMM-BC-CRITICAL-89136

Missing deposit-release calls in the high-security whitelist permanently freeze

reserved balances, including a rescuer's recovery deposit

Report ID #89136

Category Blockchain/DLT

Asset

Impact Permanent freezing of funds
Description

Quantus ships two account-protection features that the runtime composes on purpose. High-security
mode, entered through RSN IR TV RE-T-A ol B - L=tell A, restricts an account to a closed whitelist
of calls; the primitives crate describes that whitelist as including "only operations that are reversible or
delayed" (src/1ib.rs#L82-186), and the pallet's own warning block tells users who no longer want the
restrictions that they "can simply transfer their funds to a different account using "
(src/lib.rs#L345-1.367). Social recovery is wired into the same policy deliberately:

(Y type HighSecurity = HighSecurityConfigf(elelsiiResyaitels Mss: Mok N Ny P) N

The policy predicate is IS E A IS DI RRE IR F AL NSRS AT [QLINW) (sc/1ib. rs#l 132-1.147), and
is a four-element [TRSNSS

fn is_whitelisted(call: &RuntimeCall) -> bool {

matches! (
call,
RuntimeCall: :ReversibleTransfers(
pallet_reversible_transfers::Call::schedule_transfer { .. }
) | RuntimeCall::ReversibleTransfers(pallet_reversible_transfers::Call::cancel { .. }) |
RuntimeCall: :ReversibleTransfers(
pallet_reversible_transfers::Call::recover_funds { .. }

) | RuntimeCall::Vesting(pallet_vesting::Call::claim { .. })

— configs/mod. rs#L683-L693. It is enforced in the transaction extension and re-enforced at every
origin-rewriting wrapper, including (src/lib.rs#L.450-1462). Both recovery deposits

are reserved balances: reserves [MNBTEORNIIRGENE plus (IR DS IRdFETadIy per friend,

which this runtime sets to 10 UNIT plus 1 UNIT for each of up to nine friends (src/1ib. rs#1.536-1539,
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/high-security/src/lib.rs#L82-L86
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L345-L367
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L511-L522
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/high-security/src/lib.rs#L132-L147
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L683-L693
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/recovery/src/lib.rs#L450-L462
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/recovery/src/lib.rs#L536-L539

@ Immunefi

configs/mod. rs#L.500-1509), and iiiAsEIt- gty reserves a 10 UNIT {534 on the rescuer
(src/lib.rs#L580-1582). The calls that release them are , dispatchable only by the account

itself (src/1ib.rs#L769-L781), and , WhllehRelEgAct iveRecoveriesforigin]lrescuer JElalelts

therefore dispatchable only as the rescued account (src/lib. rs#l.704-1712).

Neither release call is whitelisted, and none of the four calls that are whitelisted decreases .
ST MIELNEEL holds from free balance (src/lib. rs#1.827-1831); the closing sweep in

dispatches [HERRISE IR I CE -1 SA-ER E1E, Which moves free balance only (src/lib. rs#L.608-1619);
acts on a NI INERRIE] hold,; is inbound. No enrolment order avoids the result,

because is not whitelisted either, so an enrolled account can never configure recovery, and
ST IR rejects a second enrolment (src/lib. rs#L.384-1.387), so the state cannot be unwound.

A user who configures recovery and then enrols loses the configuration deposit permanently — 12 UNIT in
the proof of concept's two-friend case, 10 to 19 UNIT at the runtime's parameters. The loss also falls on an
uninvolved third party: a rescuer who completes the entire documented M-of-N flow against a
high-security account cannot reclaim their own 10 UNIT, because the only call that releases it must be
dispatched as the account the whitelist has gagged. The outstanding reserve pins a consumer reference, so
the account cannot be reaped and the sweep is additionally forced to leave the existential deposit behind.
This is permanent freezing of funds, roughly 29 UNIT plus the existential deposit per affected recovery, split
across two parties, with no signed origin able to release it at any time.

Proof of Concept
1. The victim calls with two friends; 12 UNIT is reserved on the account.

2. The victim calls S EH IS ST - IRl Naming a guardian; the call succeeds with

the reserve outstanding and emits no warning about it.

3. IEEINEEIRENTES now returns false for both RV s A= M gea=1ay and
Recovery: :close_recoveryfe]gRist1d-{eleleli]g]®

4. Arescuer runs the documented flow — , which reserves 10 UNIT on the rescuer,

then two calls, then SEHIMIeUNRY

RO lalifelMos recovered(lost, ReversibleTransfers::schedule_transfer { .. })EJVee=lcle[SMo]

recovery works for moving free balance.

GAll-s recovered(lost, Recovery::close_recovery { .. })EWelas_recovered(lost,

Recovery: :remove_recovery {3} ) ReIRWIGNCallNotAllowedForHighSecurityp

dispatched by the rescuer directly fails with , and [JoSM[TJeE 3]s refunds nothing.

7. The guardian's leaves the victim's free balance at the existential deposit while 12 UNIT
stays reserved, and a second changes neither figure.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L500-L509
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/recovery/src/lib.rs#L580-L582
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/recovery/src/lib.rs#L769-L781
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/recovery/src/lib.rs#L704-L712
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L827-L831
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L608-L619
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L384-L387

@ Immunefi
IMM-BC-CRITICAL-88628

VTR I B VI =Y R =i Rkl Checks the deposit precondition on a larger value than
it credits, destroying near-dust senders' funds

Report ID #88628
Category Blockchain/DLT
Asset L/gi ' i it-comp- =
Impact Direct loss of funds
Description

IV 41 I B VYRR =Tl in the vendored FRAME support tree is the transfer body every
extrinsic runs: A IEI S OWN defines only the event hooks and
inherits the default body (impl_fungible.rs#L191-L211), and reaches it with
(src/lib.rs#L671-1L680). The intended behaviour for a sub-existential-deposit transfer to a dead
destination is stated by the project's own test suite, which asserts for exactly
that call shape (dispatchable_tests.rs#L31-1L45), and the in-code comment states the accounting invariant

the body is meant to hold.

The body evaluates its deposit precondition on one quantity and credits another:

let dust = Self::can_withdraw(source, amount).into_result(preservation != Expendable)?;
let actual = amount.saturating_add(dust);
Self::can_deposit(dest, actual, Extant).into_result()?;
if source == dest {
// Nothing is debited and no reap occurs on the self path, so the reported amount must
// not include the hypothetical dust.
return Ok(amount)

}

let debited = Self::decrease_balance(source, amount, BestEffort, preservation, Polite)?;

— regular.rs#l 327-1342,

The comment's premise does not hold in this tree. returns

old_balance.saturating_sub(new_balance ){Willgnew_balance = old_balance - amountiElgleRel[Seloll=t-Nel o [VE]s
separately through zlglelhandle_dus tAEe) can never exceed
(regular.rs#L185-L197). Meanwhile with EdS@gday returns SOELETIAERE S E=VIRAOD] and

writes nothing when the new balance falls below the minimum (regular. rs#L205-1222), and the caller
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/impl_fungible.rs#L191-L211
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/lib.rs#L671-L680
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/tests/dispatchable_tests.rs#L31-L45
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/support/src/traits/tokens/fungible/regular.rs#L327-L342
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/support/src/traits/tokens/fungible/regular.rs#L185-L197
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/support/src/traits/tokens/fungible/regular.rs#L205-L222

@ Immunefi

discards that result with [I4gs. Whenever , the widened gate admits the
call and the credit silently no-ops.

At the shipped parameters — [SEERYI=NLEY:YND] =055 8 B 7§ 5 )0 el W L DL planck
(src/lib.rs#197-1102) — a sender holding exactly one existential deposit who sends 500,000,000 planck
is debited in full, the recipient stays at zero, and the call returns Sq€Idsl:l-l:l:)). emits

for value that never moved (impl fungible.rs#l.204-1210), so indexers that credit on events
record a deposit that does not exist. Each incident also leaves permanently above the sum

of account balances by the transferred amount, and nothing on-chain reconciles it. The proof of concept
measures a worst single loss of 1,375,000,000 planck, and destroys the entire balance of all four accounts
that were in the vulnerable band on a fork of live Heisenberg state. with [CEEIMIEREIRT iS
a second entry point (src/1ib. rs#L.738-1751), and the multi-asset trait carries a verbatim clone of the same

body (regular.rs#L373-L396). This is direct loss of funds for ordinary users sweeping near-empty accounts.

Proof of Concept

1. Fund a sender with exactly the existential deposit, 1,000,000,000 planck, and leave the destination
account dead.

2. Call CEYER A= e ey for 500,000,000 planck, half the existential deposit.

reports 500,000,000 planck of dust, so the deposit gate is evaluated on
1,000,000,000 planck and passes.

w

4. The call returns ELLLLLLLED]; the sender's balance goes to zero and the recipient's stays at zero.

o

minus the sum of all account balances now equals the transferred amount, and the
divergence persists.

6. Control: the same call from a sender funded at ten times the existential deposit is rejected with

Token(BelowMinimum)Relglelt ransfer_keep_alivefViallelgReltis{ets , is rejected

Wil Token(NotExpendable)}

7. Replaying the call against a fork of live Heisenberg state pinned at block #821811 destroys the full
balance of each of the four accounts then sitting in the vulnerable band, 4,000,000,002 planck in
total.

15 Immunefi Audit Competition Immunefi / Quantus


https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L97-L102
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/impl_fungible.rs#L204-L210
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/lib.rs#L738-L751
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/support/src/traits/tokens/fungibles/regular.rs#L373-L396

@ Immunefi
IMM-BC-CRITICAL-89438

Miner-controlled future timestamps let a reversible transfer execute inside its
cancellation window

Report ID #89438
Category Blockchain/DLT
Asset https://gith m/immunefi-team it-comp-quantus-chain
Impact Direct loss of funds
Description

A reversible transfer holds the sender's funds and stays cancellable for the whole delay the sender chose;
is the revocation right the feature exists to provide, and the guarantee is meaningful only if a block
producer cannot shorten that window. This runtime accepts a timestamp delay as short as one target block

IRl W S pallet_reversible_transfers::Configfeittype MinDelayPeriodMoment = TargetBlockTime
and IEIRE IR BT iS LI:IRel=n =] Ro ol i | = VN P 12]%) (configs/mod. rs#l534-1552,

configs/mod. rs#L150-L156).

Nl PR A= P I bR e Y, Validates a timestamp delay against that minimum (src/1ib. rs#1.681-1691)

=Lle RSN MfeYDispatchTime: :After(Timestamp(T: : TimeProvider::now() + millis))NEElellaleRual=RelaRIelat=1lg
clock (src/lib. rs#L776-1785). Scheduler normalises that target into a bucket of
24,000 ms and advances one bucket (src/1ib.rs#L678-1708). Its then services timestamp
agendas using (src/lib.rs#L.399-1420), normalising the reading it finds and
servicing every bucket up to it (src/1ib. rs#1112-11160). Separately,
accepts any claimed timestamp up to , a constant 30,000 ms, ahead of the
importing node's own inherent data, with of 100 ms as the only lower bound
(src/lib.rs#l302-1327, configs/mod. rs#L174-1184). That check runs on the production import path —

calls (src/lib.rs#L.247-1264), whose height gate is never taken because the

node passes E for L SRLEEIIEMEIgddy and supplies its real system clock through
sp_timestamp: :InherentDataProvider: : from_system_time () [EIRTAR et i MIT T ME L NI AR gk KRR R M)}

The promised minimum cancellation window is therefore shorter than the future drift consensus accepts,
and the clock that decides eligibility is a value the block producer chooses. Pallet hooks also run before a
block's inherents and signed extrinsics, so Scheduler reads the timestamp inherited from the preceding
block and a cancellation included in the same block cannot race it.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L534-L552
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L150-L156
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L681-L691
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L776-L785
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/scheduler/src/lib.rs#L678-L708
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/scheduler/src/lib.rs#L399-L420
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/scheduler/src/lib.rs#L1112-L1160
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/timestamp/src/lib.rs#L302-L327
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L174-L184
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/consensus/qpow/src/lib.rs#L247-L264
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/consensus/qpow/src/lib.rs#L168-L199
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L633-L649

@ Immunefi

A miner who wins one QPoW block publishes a timestamp 29,900 ms ahead of wall-clock time. In the next
block Scheduler's services the bucket holding the transfer, pays the recipient and removes
the entry from before any signed extrinsic runs. The sender's a8, dispatched 200 ms
after scheduling and far inside the 12-second window, fails with . The proof of concept
runs the identical transfer, amount, delay and cancellation twice against the production runtime
configuration: with honest timestamps the recipient's gain is O, and with the accepted future timestamp it is
the full amount, 10 times the existential deposit. Two executions of the same authorisation end with
different owners of the funds, so this is direct loss of funds — the sender exercises a revocation right the
protocol enforces, and the value is gone anyway. The attack needs one won block, not majority hash power,
a privileged address or leaked credentials.

Proof of Concept

1. In block 1, with the on-chain timestamp at 35,000 ms, the sender calls Heglle [ IR A =TI X g h Ao s (AN,
for the production minimum delay of 12,000 ms; the target is 47,000 ms and the task is placed in the

72,000 ms bucket.
2. HNIEANERNEEgs contains the resulting transaction id.

3. Inblock 2 the attacker, having won the block, sets the timestamp to 65,000 ms while the importing
node's wall clock reads 35,100 ms; accepts it at 29,900 ms of drift.

4. Inblock 3,200 ms of wall-clock time after scheduling, Scheduler's reads the inherited
65,000 ms timestamp, normalises it to the 72,000 ms bucket, services that agenda and pays the
recipient.

5. The sender's in that same block fails with , and the transaction id is gone

ligelpglPendingTransfers)

6. Control: the identical run with timestamps advancing at wall-clock rate leaves the transfer pending,

succeeds, and the recipient's balance is unchanged.
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@ Immunefi
IMM-BC-CRITICAL-88609

High-security gate inspects only the call, so an unbounded transaction tip drains a

protected account in one block

Report ID #88609

Severity

Category Blockchain/DLT

Asset https://github.com/immunefi-team/audit-comp-quantus-chain

Impact Direct theft of any user funds, whether at-rest or in-motion, other than
unclaimed yield

Description

High-security mode exists to make an account's funds unstealable by a keyholder. The pallet README
states that "an attacker who compromises account keys cannot disable protections to steal funds
immediately" and that "attackers cannot bypass the delay period and guardian oversight" (README . md#L 69,
README . md#L 91). The primitives crate names the three controls — call whitelisting, a guardian able to cancel,

and delayed execution — and describes the whitelist as covering "only operations that are reversible or

delayed" (src/lib.rs#L1-19, src/1lib.rs#L.82-186).
The gate that enforces this reads the call and nothing else:

fn validate(
&self,
origin: sp_runtime::traits::DispatchOriginOf<RuntimeCall>,
call: &RuntimeCall,
_info: &sp_runtime::traits::DispatchInfoOf<RuntimeCall>,
_len: usize,
_self_implicit: Self::Implicit,
_inherited_implication: &impl sp_runtime::traits::Implication,
_source: frame_support::pallet_prelude::TransactionSource,
) -> sp_runtime::traits::ValidateResult<Self::Val, RuntimeCall> {

— transaction_extensions.rs#L60-L81, which then calls (s ISR A oleT o F i F-SRE F- IR or-1 B MR- B LI V=T [€: T T8

and rejects with IVEISTINERFEIASTIEHOVLI QD). The tip is not part of the [{IISLIIeEIN. It is a field of

OETR-CINEIRETAR R LW SN, a later member of the same extension tuple (src/1ib. rs#l.154-1176):

index extension

6 frame_system: :CheckWeight

7 ‘ReversibleTransactionExtension’ — the high-security gate
8
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/README.md#L69
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/README.md#L91
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/high-security/src/lib.rs#L1-L9
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/high-security/src/lib.rs#L82-L86
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L60-L81
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L154-L176

@ Immunefi

index extension

9 ‘ChargeTransactionPayment’ — withdraws fee plus tip

The gate runs at index 7 and receives and without using either, so the only input it weighs is the

call; [EIRANERREI R TV BT Elgs then withdraws the inclusion fee plus the tip from the same

sigher two positions later. The tip is therefore invisible to the policy, uncapped, withdrawn immediately, and
corrected only for weight on post-dispatch, never refunded when the dispatch fails. The value does not

burn: the fee sink is [N A FRI-aRR -1 18 FERR R [T (AR T Mo I N=Yeadtela (configs/mod. rs#l 477-1480), and
mints the collected fees to the block author (src/1ib. rs#L192-1196), who names himself with

an unsigned 32-byte preimage in the pre-runtime digest (src/1ib. rs#L204-1208). QPoW authorship is

permissionless.

A keyholder attaches an arbitrary tip to RS I NI T S TR er= 1110 R T 5 S Ls B VAT FRe ISS -TIRd O IS —
whitelisted, and blessed as safe by the runtime's own test suite (transaction extensions.rs#L648-1654) —

guaranteed to fail and so carrying nothing but the tip. Measured on the frozen tree, 999,987,902,213,000 of
999,993,777,213,000 planck, 99.9994%, leaves the account in one block, and the residual is 5,875,000,000
planck. No is created, so the guardian's has no target and

(src/lib. rs#1530-1545) sweeps only that residual. When the attacker authors the block, his own balance
gains 1,000,686,541,556,534 planck, paired with a wormhole tree leaf that makes the proceeds
immediately spendable (src/lib. rs#L228-1237). With no authorship digest the same drain accrues to the

treasury instead and the victim's residual is identical, so who collects the value is the attacker's choice and
the victim's loss is not. All three advertised controls fail in the same block, and the delay window never
opens at all: direct theft of any user funds, whether at-rest or in-motion, other than unclaimed vield.

Proof of Concept

1. The victim enrols through a real signed S F-( IRV ISR]) cXtrinsic naming a guardian and a

100-block delay; BRI RN A=Idel e lskd returns true.

2. Control: a signed EIEN T INITI <C= J-00AE from the same account is rejected by the gate and
moves nothing.

3. The attacker signs RS AN 11 Tl TR 11[ol=) N S o Gl X B s VAT RN Y - TNIRA @M. o Whitelisted call that

is guaranteed to fail, with a tip sized to leave the account at the existential deposit.

4. SCENIAIRE IR A lie accepts the transaction, the inner dispatch fails, and

999,987,902,213,000 planck — 99.9994% of the protected balance — has left the account.

5. HNEHTANENEIS NN E for the victim is empty, the guardian's errors for want of a target,

and [N E returns only 5,875,000,000 planck.

6. With the attacker's own 32-byte preimage in the pre-runtime digest, credits the attacker
1,000,686,541,556,534 planck, records a wormhole leaf for that credit, and emits
naming the attacker's address.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L477-L480
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L192-L196
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L204-L208
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L648-L654
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L530-L545
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L228-L237

@ Immunefi
IMM-BC-CRITICAL-89819

Missing FIPS 204 domain separation lets a victim's message sighature authorize a

transaction

Report ID #89819

Category Blockchain/DLT

Asset L/gi ' i it-comp- =

Impact Direct theft of any user funds, whether at-rest or in-motion, other than
unclaimed vield

Description

Quantus implements ML-DSA from scratch and uses it as the runtime signature scheme, so Stk s
DERERA BN EREIN LS is What decides whether an extrinsic is authorised by the account it claims

(traits.rs#L152-1185). FIPS 204 provides as a first-class domain-separation input for exactly this

purpose: a signature produced in one context must not verify in another.

Both of the integration's paths pass no context. takes an arbitrary IEREICHEINER and signs it
With HIA IR R G R I I NN tD] (scheme_macro. rs#L.358-1371), and the verifier the runtime reaches

checks it with [JORZISR NG SN I TS \IiY] (scheme macro. rs#l493-1501):

pub fn Sverify_fn(pub_key: &[u8], msg: &[u8], sig: &[u8]) -> bool {
match gp_rusty_crystals_dilithium::Smodule: :PublicKey: :from_bytes(pub_key) {
Ok(pk) => pk.verify(msg, sig, None),

Err(e) => {
log::warn!("public key failed to deserialize {:?}", e);
false

H

}
}

The adapter first checks that the account matches the public key carried in the signature, deriving it
as ERMVAL QD) (traits. rs#.191-1201), and then calls that context-free verification over the

extrinsic's payload.

Because the context is empty on both sides, nothing distinguishes a signature over an arbitrary byte string
from a signature over a SCALE-encoded T ENINEe The same is the single signing primitive
behind transaction construction and generic message signing alike — the Quantus SDK's
signs caller-supplied bytes through it under the same empty context, and no wrapping exists to
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/traits.rs#L152-L185
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/scheme_macro.rs#L358-L371
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/scheme_macro.rs#L493-L501
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/traits.rs#L191-L201

@ Immunefi

keep the two apart. The account binding does not help: a raw-message signature carries the victim's real
public key, so the binding succeeds before the context-free verification does.

An attacker builds a transfer from the victim to himself with the victim's correct nonce, era, fee, genesis
hash and spec and transaction versions, and SCALE-encodes the — 19 bytes in the proof of
concept, below the 256-byte threshold above which Substrate hashes the payload, so it is signed verbatim.
He presents those opaque bytes to the victim as a message to sign, for instance as a login or ownership
challenge; the victim is shown no transaction and discloses no key material. The returned signature,
inserted unchanged into the prebuilt extrinsic, is accepted by the runtime, which attributes the extrinsic to
the victim, dispatches the transfer, charges the victim the fee and increments the victim's nonce. The proof
of concept moves exactly 100 QUAN, 100,000,000,000,000 planck, to the attacker, debits the victim
100,012,953,787,000 planck including the fee, and advances the victim's nonce to 1, with no access to the
victim's secret key, for both shipped parameter sets. This is direct theft of any user funds, whether at-rest

or in-motion, other than unclaimed vyield.

Proof of Concept

1. The attacker builds a CENERF RIS Il Gl EIRA: from the victim to himself with the victim's

correct nonce, era, genesis hash and spec and transaction versions, and SCALE-encodes the

— 119 bytes.

2. The attacker presents those bytes to the victim's key holder as an opaque message; the holder signs
them through the generic operation and returns only the signature and public key.

3. The attacker inserts that signature unchanged into the prebuilt extrinsic and submits it through

Executive: :apply_extrinsic}

4. The runtime accepts the account-to-public-key binding, verifies the signature under , and
dispatches: 100,000,000,000,000 planck moves to the attacker, the victim is debited
100,012,953,787,000 planck including the fee, and the victim's nonce advances to 1.

5. Control: the identical payload signed under a non-empty FIPS 204 context is rejected by the shipped

verifier, changing no balance and no nonce.

6. Control: with a non-empty context bound into the verify call, the unchanged exploit fails with

INVEIR MR SR BBl I aoleld; restoring the empty context restores the transfer.

7. Both executed runs — one per shipped parameter set, Dilithium65 and Dilithium87 — produce the

same outcome.

21 Immunefi Audit Competition Immunefi / Quantus



@ Immunefi
IMM-BC-HIGH-89065

Wormbhole deposits below the circuit's fee-exitable minimum are recorded but can

never be exited, freezing user funds

Report ID #89065
Severity High
Category Blockchain/DLT
Asset https://github.com/immunefi-team/audit-comp-guantus-chain
Impact Permanent freezing of funds
Description

Quantus holds value on keyless wormhole accounts, whose Poseidon addresses have no signing key, so
value leaves them only through a ZK proof against . The runtime floors keyless vesting
payouts at one QUAN because a sub-quantum transfer "would be committed as a zero-value leaf, stranding

funds paid to keyless beneficiaries" (configs/mod. rs#L562-L572).

balances. transfer_keep_aliveRiglcXelal\As[SToleliMeF-10sM=TaleRWo rmholeProofRecorderExtensionjfifElde]fe[RilE]

raw planck of every native transfer except an exactly zero credit (src/1ib.rs#L.1354-11369).
commits (tree.rs#L146-1148), and the circuit's fee relation bounds that quantum
from below, as the pallet mirrors it: "the smallest valid exit (one quantum out forces quanta)"
(src/lib.rs#L1066-11082).

nevertheless accepts, and the recorder records, credits far below that floor. [3e8I3 RS Y]
is WAV EERRE planck (src/lib. rs#l 97-1102), a tenth of one leaf quantum and a twentieth of the
fee-exitable minimum: a one-quantum deposit quantizes to 1 and admits no positive output, and one at the

existential deposit quantizes to O. Vesting was gated for this hazard; permissionless

balances.transfer_keep_alivefYEEHloi®

Any credit in [N planck to a keyless account is therefore frozen in full. The destination cannot
sign it away, since no ML-DSA-65 key hashes to a Poseidon address, and cannot exit it: no positive output
satisfies the range-checked fee constraint, and skips every slot whose

is zero (src/1ib. rs# 787-1789). Leaves do not merge — the PoC sends ten
one-quantum transfers, stranding 0.10 QUAN, five times the fee-exitable floor, as ten unexitable leaves,
while the same 010 QUAN sent once exits 0.09 QUAN. The result is permanent freezing of funds.

Severity note. The stranded balances remain recoverable by the chain's own governance: a runtime upgrade
can raise the existential deposit, reject sub-floor credits, or the affected accounts, so the

freeze does not require a hardfork to undo.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L562-L572
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1354-L1369
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/zk-tree/src/tree.rs#L146-L148
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1066-L1082
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L97-L102
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L787-L789

@ Immunefi
IMM-BC-HIGH-88969

Multisig re-decodes opaque call bytes without a depth limit, letting free
stack-exhaustion poison consume block authors

Report ID #88969
Severity High
Category Blockchain/DLT
Asset
Impact Causing network processing nodes to process transactions from the
mempool beyond set parameters
Description

FRAME's Executive decodes every incoming extrinsic under the structural depth bound

MAX_EXTRINSIC_DEPTH = 256f(frame/support/src/lib. rs#L40\KeJaReleliaRial=Yapply_extrinsiclglglel

paths (src/lib.rs#L.877-1881), which keeps an attacker-supplied SCALE value from
driving the codec into unbounded recursion.

CEIRRAE VIRKEI¥= Stores a proposal's inner call as opaque bytes, [SleIiale[e[e=NRT0) R4 BIEN 11V ae[To \Z-Ta VI
NEN(EINEIPLN (src/lib. rs#L251), bounded by encoded byte length alone, with (EXCEIRESFAREIN WY

(configs/mod. rs#l 648). LVIREEFR-SRFIgeNs turns those bytes back into a call with a plain recursive
TR O NRERE LETele s WhOSe own comment records the cost as structural: "Decode cost is

O(inner_call_count) for nested calls, not O(bytes)" (src/lib.rs#L597-L600).

Executive's depth limit governs the outer extrinsic and does not recurse into a ‘s contents, so
the inner decode is a second, unprotected trust boundary. Transaction-queue validation never dispatches
, so nothing reaches that decode before block construction. A 10,239-byte payload of 3,412 nested
wrappers is canonical SCALE that fits inside the byte bound and exhausts the runtime's

stack while decoding.

The production contains the resulting out-of-bounds access as a trap, which

surfaces as a runtime-API error and rolls back (service. rs#L556-L560): the PoC sees the
tentative fee, the nonce increment and 1,000,906,093,201 units of all restored and the extrinsic
revalidating, so the work is free and repeatable. Basic authorship counts only validity errors reporting
against its eight-skip allowance, so this generic runtime-API error keeps the author
in its selection loop past the soft deadline. The PoC measures 340 apply/trap/rollback cycles, from 340

independently signed poisons inside the default pool limits, at 18.95 seconds — more than twice the roughly
9-second selection budget implied by the 10-second proposal duration QPoW passes to the proposer
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/executive/src/lib.rs#L877-L881
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L251
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L648
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L597-L600
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L556-L560

@ Immunefi

(service.rs#l 489-1499). Each default author spends its whole selection phase on candidates that contribute

no extrinsic, weight, fee or nonce to the block, causing network processing nodes to process transactions

from the mempool beyond set parameters.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L489-L499

@ Immunefi
IMM-BC-HIGH-88250

Transient accept errors terminate the litep2p listener permanently, letting
unauthenticated TCP floods remove a hode from the network

Report ID #88250
Severity High
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Network not being able to confirm new transactions (total network
shutdown)
Description

Quantus nodes network over a vendored litep2p stack whose transport manager is meant to cap inbound

load at Y\ NSoamio NIy IR Nl Ne R ULl (1itep2p/mod. rs#l 520-1.522). The manager

enforces that cap by comparing igleeiiiisl:aee Ll -l st EMINI®] against the configured maximum

(Limits.rs#L104-L113), a set populated only by Eldd= i aR=rIe=1 A BTl Moo alalsleh b Relg| (1 imits. rs#L144-L156), SO a

connection that has not completed the noise handshake is never counted — and nothing inside the node
bounds the pre-handshake population, the repository shipping no call, no unit and no
container limit.

When the descriptor table saturates, returns . That error is transient — the descriptors free
within milliseconds — but the TCP accept loop returns on any error, ending the :
no retry, no backoff, no re-listen (tcp/mod. rs#L.592-1600). The WebSocket transport carries the identical arm
(websocket/mod. rs#L634-L642).

A remote party that completes no handshake, holds no key material and sends no payload opens roughly a
thousand plain TCP connections in about 60 milliseconds and exhausts a node launched with the common
1024-descriptor limit. The listener terminates, and in the same second the transports, the litep2p backend
and the and protocol services all close, so the node can no longer receive blocks,
announce its own, or acquire peers. The PoC reproduces this 4/4, including at 4,065 connections against a
4,096-descriptor limit — raising the limit prices the attack rather than preventing it. The attacker then
disconnects; descriptors return to baseline and the process stays alive, yet the honest peer that connected
before the burst can never reach it again. Only an operator restart restores networking, after which the node
can be Killed again immediately. Applied across the reachable node set, including the publicly addressable

bootnhodes, this leaves the network not being able to confirm new transactions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network/src/litep2p/mod.rs#L520-L522
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/manager/limits.rs#L104-L113
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/manager/limits.rs#L144-L156
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/tcp/mod.rs#L592-L600
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/websocket/mod.rs#L634-L642

@ Immunefi

Severity note. Only the per-node shutdown is demonstrated; the extension to the whole network is reasoned
rather than measurea, since reproducing it needs a live network of independently operated nodes that the

competition scope does not provide.
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@ Immunefi
IMM-BC-HIGH-88404

Scheduler drops the caller's preimage reference on a failed enactment retry, silently

voiding a passed referendum

Report ID #88404
Severity High

Category Blockchain/DLT
Asset

Impact Manipulation of governance voting result deviating from voted outcome and
resulting in a direct change from intended effect of original results

Description

owns exactly one preimage reference for a proposal and releases it exactly once.
requests the preimage so the proposal's bytes survive a noter reclaiming their deposit, on the stated
guarantee that "on approval the scheduler holds its own request from until dispatch, so the
bytes stay pinned through enactment" (src/lib. rs#L574-L597); that single reference is released by

conclude_ongoingMWIIeXsMIItYT: : Preimages: : drop(proposal ) ISR EVCVACHNIERIET Sl

(src/lib.rs#.1705-L1707).

The scheduler's half of that split is its own reference: Hell=BIFMENES routes to (sloiilelslsle (TNRINat=1i (=l MERal=18

with [gLUEMJeIN EECREIals, and on success adds a reference under the flag, leaving referenda's intact

(src/lib.rs#L962-1L965). Referenda places the enactment task through a 17-attempt loop that slides one
block forward whenever the target agenda is full ({:S=NNeayul= eI =R ISEENTG,
src/lib.rs#L1077).

Every fallible path in slofel PITM I MTdl=ls drops a reference unconditionally, ignoring [gle [Nl g1 Yee=
— including the failure a full agenda produces (src/1ib. rs#L955-L961). The scheduler holds no
reference of its own at that point, so the drop consumes the caller's.

A single failed first attempt therefore leaves an approved proposal completely unpinned.
RequestStatusFor[hash JiEElEIRequested { count: 1 }EWED , after the failed attempt,
RN IS T i SN I 20ain once the retry succeeds — that one belonging to the scheduler — and

when [T EMeI-{edify drops what it believes is the submit-time reference. The noter's
ordinary, permissionless then deletes the bytes. At the scheduled block the scheduler

emits EYREVEIREINN:: the referendum still reads and retains neither call nor origin, so no
on-chain retry exists and recovery needs a full re-proposal cycle. A full agenda is reachable:

NEPEY =T (PARYe [TV g - XY 'MEMLY” (configs/mod. rs#l.345), low-priority tasks saturate at 40 of those, and every vote
27 Immunefi Audit Competition Immunefi / Quantus



https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/referenda/src/lib.rs#L574-L597
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/referenda/src/lib.rs#L1705-L1707
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/scheduler/src/lib.rs#L962-L965
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/referenda/src/lib.rs#L1077
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/scheduler/src/lib.rs#L955-L961
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L345

@ Immunefi
re-arms a priority-128 referendum alarm at [EuJRa} SO Votes cast in the preceding block close the gap. The
outcome is manipulation of governance voting result deviating from voted outcome and resulting in a direct

change from intended effect of original results.

Severity note. The on-demand trigger the Critical framing rests on does not hold, so a member cannot aim the
failure at a chosen referendum; the defect remains reachable through the accidental route — a full
enactment-block agenda when scheduling runs, plus an honest — which is what the final

severity reflects.
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@ Immunefi
IMM-BC-HIGH-88938

Wormhole miner volume-fee credit records no ZK-tree leaf, stranding the keyless

block author's share

Report ID #88938

Severity High

Category Blockchain/DLT

Asset

Impact Permanent freezing of funds
Description

A Quantus block author is a keyless wormhole account: gl o=V kd s TIRARe e FR:LRY8 returns

O I AVIEIRo Y1 [a TN NI e e IS QoI =R ETEY] Of the miner-supplied pre-runtime payload, never the raw bytes
(src/lib.rs#L.143-1148), while a signable is QENMORIGIRDN YIS I RID)] over a disjoint

encoding (traits. rs#L194-L200). The account can never sign, so its only spend instrument is a ZK-tree leaf
redeemed through a wormhole exit — which is why [EIRRIRs I l-SIa=IEIde N records a transfer proof on every
mint to that same payee (src/lib.rs#L230-1237).

IR e R e lXs splits the wormhole volume fee — YIRS NIBERE is 50%

(configs/mod. rs#L734-1736) — and mints the remainder to that author through , whose
arm carries no (src/lib.rs#L955-1965), while the exit credits earlier in the same function,
using the same primitive, record theirs explicitly (src/1ib.rs#L851-1859). No fallback recorder covers the
miner credit: is event-free by deliberate design here, so the runtime's
WormholeProofRecordertxtensionBUCHIEEEIERIWsa1ances  : Transfe iMint ol and
(transaction_extensions.rs#l339-1372), has nothing to match, and the scan cannot run
for this call in any case, because is admitted unsigned through the pallet's own
(src/lib.rs#L.1002-11019) and the extension implements no bare post-dispatch hook.

Every miner volume-fee share is therefore credited to an account that can neither sign nor prove. The
author's stays at zero, no leaf binds the amount, and the balance is unreachable for good —
on every block that settles a wormhole exit, with no attacker and no privileged actor on the path. A leaf
commits quanta (tree.rs#L146-1148), so the value a recorded leaf would have made
spendable is . The production harness measures 20,000,000,000 planck per
settling block at 100 UNIT of exit volume and 200,000,000,000 planck at 1,000 UNIT, which at the
2,628,000 blocks per year implied by K¢ :{Neo @RpilI = INEEIRPRULE (src/1ib. rs#87) is 52,560 and
525,600 UNIT per vear respectively. This is permanent freezing of funds.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/wormhole/src/lib.rs#L143-L148
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/traits.rs#L194-L200
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L230-L237
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L734-L736
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L955-L965
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L851-L859
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L339-L372
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1002-L1019
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/zk-tree/src/tree.rs#L146-L148
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L87

@ Immunefi

Severity note. The quantization bounds what is at stake: at the fee floor and at exit volumes of 1 and 10 UNIT
per block the miner share is half a quantum, so a recorded leaf would have committed zero and nothing would
have been recoverable; the loss becomes non-zero only once per-block exit volume reaches roughly 100 UNIT.

30 Immunefi Audit Competition Immunefi / Quantus



@ Immunefi
IMM-BC-HIGH-88498

Mining rewards are minted at planck precision while the miner's only leaf commits
whole quanta, stranding the remainder

Report ID #88498

Severity High

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Permanent freezing of unclaimed vield
Description

Quantus pays mining rewards to a wormhole-derived block-author address, , which
has no ML-DSA private key matching its 32-byte account identifier; a miner redeems that value only by
proving ownership of a recorded wormhole leaf. The chain states the resulting invariant where it governs its
other keyless payee: rounds every payout down to a multiple of the leaf quantum because
"ZK-tree leaves commit EN i MWARCIE At SO a payout below one quantum would create a zero-value leaf:
funds moved to a keyless beneficiary would be irrecoverable" (src/lib.rs#L147-L152), and the runtime
anchors that quantum to the wormhole constant (configs/mod. rs#1.562-1572).

TRl ET R AR BT FYR R4S computes the block reward from the remaining supply and splits it between
treasury and miner at raw [§§& precision (src/lib. rs#L155-L162), then settles accumulated transaction fees
and the block reward through two separate calls (src/1ib. rs#1.193-1196), each of which mints
the exact raw amount and records a transfer proof for that same raw amount (src/1ib.rs#L230-1L237).

The leaf does not preserve that precision. [EREEEY cOmMmMIitsS [l llIs sk MAw-13 o106/ \a mistor-\ = o)\ NI YR [0]2))

(tree.rs#L.146-1148) with the factor fixed at (ML LICLERCLL (tree . rs#l34), SO a commitment resolves only to
0.01-QUAN increments, and neither reward path aligns the miner's share to that quantum or carries a

remainder forward.

Each payout's sub-quantum remainder therefore sits in the miner's raw free balance and in the

event, but is absent from the only commitment the exit circuit can consume, and because
every payout takes its own transfer count and nullifier, a later reward cannot consolidate or recover an
earlier leaf's omitted remainder. The first block credits 689,151,854,809 planck while its leaf commits
680,000,000,000, leaving 9,151,854,809 planck unclaimable. Projected over the first year at
BRI DIAVA R NN R LR IETY” (configs/mod. rs#L144) and the 12-second target block time, the PoC gives
2,628,000 rewarded blocks, 1,662,837.68 QUAN of miner block rewards and 13,083.01 QUAN omitted from

leaf commitments — 0.786788% of miner block-reward yield. Transaction-fee rewards are affected
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L147-L152
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L562-L572
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L155-L162
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L193-L196
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L230-L237
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/zk-tree/src/tree.rs#L146-L148
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/zk-tree/src/tree.rs#L34
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L144

@ Immunefi

independently: the full-runtime PoC charges an ordinary signed transfer a fee of 10,995,787,000 planck,
credits that exact fee to the miner, and shows the fee leaf committing only 10,000,000,000 planck. This is
permanent freezing of unclaimed yield.
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@ Immunefi
IMM-BC-HIGH-88485

Wormhole pool deduplication keys on unverified nullifiers, letting one proof become

many fee-free mempool entries

Report ID #88485

Severity High

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact Causing network processing nodes to process transactions from the
mempool beyond set parameters

Description

Wormbhole exit transactions are unsigned, fee-free and propagated through the transaction pool. Quantus
deliberately moves the expensive Plonky?2 verification out of pool admission and into the block-inclusion
gate, as records: this "runs the FULL validation including ZK verification .. what keeps
unverified/junk proofs out of blocks now that pool admission is verify-free" (src/lib. rs#L1045-L1055).

Because proofs are unverified at admission, a second mechanism carries the load: different byte
representations of one logical exit share a tag and so occupy a single pool identity.

That tag is the blake2-256 of the bundle's nullifiers (src/1ib. rs#l.1247-11254), attached by

VEIRLESCIIRIRals| With a constant priority, longevity 5 and [JEIELEI-Ie4a=Y)] (src/1ib. rs#L.1021-1.1026). The

cheap pre-validation that runs first checks the nullifiers for intra-segment unigueness and for absence from
VRN MIRERETEISS and the bundle's already-claimed set (src/1ib. rs#L695-1L701).

Those checks establish only that the attacker-declared nullifier is fresh. They do not establish that it is the
nullifier this proof commits to — the deferred Plonky2 verification is what establishes that. The value that
decides whether two fee-free submissions are duplicates is therefore attacker-controlled at the moment it

is trusted.

One existing serialized proof, with a single nullifier public input changed and re-serialized, stays canonically
encoded, passes every cheap check, receives a different tag, and enters the pool as an
independent, propagatable transaction requiring no account, signature, balance or fee. The regression PoC
turns one unchanged cryptographic proof into 32 independently admissible pool identities, each rejected
only at , after full verification has run. Every variant therefore costs a processing node a
complete private-batch verification before it is discarded — benchmarked at 15162 ms (weights. rs#L74-L75).
At roughly 157.5 KB per proof, 560 such variants occupy about 88 MB, well inside the 262,144 KiB default
pool byte limit (transaction pool params.rs#L51-155), and carry about 8.49 seconds of verification against
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1045-L1055
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1247-L1254
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1021-L1026
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L695-L701
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/weights.rs#L74-L75
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/cli/src/params/transaction_pool_params.rs#L51-L55

@ Immunefi

the 10-second proposal duration the node passes to the proposer (service. rs#l.489-1499). Generating them

needs no new valid proof, causing network processing nodes to process transactions from the mempool

beyond set parameters.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L489-L499

@ Immunefi
IMM-BC-HIGH-89062

Unsighed wormhole exit proofs are verified without limit per block, letting any peer

exhaust every producer's build budget

Report ID #89062

Severity High

Category Blockchain/DLT

Asset https: ith om/immunefi-team dit-comp- ntus-chain

Impact Temporary freezing of network transactions by delaying one block by 500%
or more of the average block time of the preceding 24 hours beyond
standard difficulty adjustments

Description

The wormhole settles private-batch exits through YEIgENMISNEIA-MEldy, 2 bare unsigned extrinsic that calls

and returns (src/lib.rs#L583-1611), S0 no account, balance or signature is
needed to submit one. The pallet splits validation in two: pool admission runs only cheap pre-validation,

because a full verify there "would let unsigned, fee-free traffic force unbounded verification work per
gossiped proof" (src/lib.rs#L.1006-1L1011); the expensive half moves to [JgIsiEldey, the block-inclusion
gate, which runs the ZK verification and returns for a proof that fails
(src/lib.rs#L.1045-11062).

However, nothing bounds how many failed verifications a producer performs while building one block.
Returning only excludes the candidate: the rejection consumes no block weight and pays no fee. Over
the node's ten-second build window (service. rs#489-1499) the producer walks the ready queue, verifying

one candidate after another at 1516 ms each (weights. rs#L67-L75), and a rebuild on each arrival, up to one

per two seconds (src/lib. rs#lL474), makes it walk the queue again.

Any peer reaches this with the committed 157,500-byte private-batch fixture (private_batch.hex),

retargeted at a recent block with randomized nullifiers: the genuine proof body passes every admission
check, the fresh nullifiers defeat pool dedup, and only the final public-input check fails after the whole
verification has run. Over a three-minute run the producer performed 45,744 full verifications, admitted zero
junk into any block, and its build time rose from 0-2 ms to a median of 2,837 ms and a maximum of 7,668
ms; block intervals stretched to a mean of 43.4 s and a maximum of 142.4 s against the runtime's 12,000
ms target (src/1ib. rs#1.87), and signed traffic confirmed at 81.3 s mean latency against 21.8 s at rest. One

anonymous peer sustaining roughly 8 MB/s holds every producer there, which is temporary freezing of
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L583-L611
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1006-L1011
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1045-L1062
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L489-L499
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/weights.rs#L67-L75
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/consensus/qpow/src/lib.rs#L474
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/test-data/private_batch.hex
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L87

@ Immunefi

network transactions by delaying one block by 500% or more of the average block time of the preceding

24 hours beyond standard difficulty adjustments.
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@ Immunefi
IMM-BC-HIGH-89247

Wormhole inertness check keys on nullifiers instead of value, letting zero-value exits

settle free and grow state

Report ID #89247

Severity High

Category Blockchain/DLT

Asset https: ith m/immunefi-team it-comp- ntus-chain

Impact Inaccuracies to the weight (similar to gas) accounting system that under or
overcharge by more than 50% of the correct amount (and are not intentional
as indicated by the program's terms)

Description

Wormhole exit settlement is unsigned and [ENERENe gated economically only by the volume fee, and its only
emptiness check reads nullifiers, not value: a segment is inert only when every nullifier is zero
(src/lib.rs#L652-1654), and only an all-inert bundle is rejected (1ib. rs#L.721-L722). The circuit gives each
dummy leaf a nullifier of , S0 padding is indistinguishable from real slots
(wormhole-zk .md#L 60-161).

A private-batch segment is therefore never inert, and nothing else gates value (Lib. rs#L.1095-L1114):
derives the fee from minted value alone (1ib.rs#L1082-11092), and the success path
returns with no weight refund (Lib. rs#L998), so a settlement that mints nothing pays nothing.

VISR IRl LYl is priced at a fixed worst case of 742 exit slots (weights. rs#l 87-198) regardless of
content (weights.rs#L.184-1196): 3,744 ms against the 4,500 ms Normal budget (configs/mod. rs#L.72-1.88),

83.2% of a block, charged in full for a settlement that mints nothing. Each settlement also writes a
permanent S \CINERERYES entry per leaf slot (Lib. rs#L.764-1774), never pruned: at 52 private-batch
settlements per block that is 366 entries a block, about 264 MB per day of consensus state every node

carries forever. This is an inaccuracy to the weight accounting system that overcharges by more than 50%

of the correct amount.

Severity note. The block-stuffing component is bounded: is the constant
(lib.rs#L28), so these settlements cannot outbid fee-paying traffic and fill only genuinely idle capacity.
Priority does not bound the other two components: it decides who wins contested capacity, not what a
settlement writes once included, so the never-pruned state growth and the fixed worst-case weight charged
to an inert settlement both stand at full effect, and that is what carries the finding above the Medium band its
individual impact strings occupy.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L652-L654
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L721-L722
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/docs/wormhole-zk.md#L60-L61
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1095-L1114
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1082-L1092
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L998
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/weights.rs#L87-L98
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/weights.rs#L184-L196
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L72-L88
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L764-L774
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L28

@ Immunefi
IMM-BC-HIGH-88566

Bundle-level fee rounding settles less than the per-leaf fee the circuit locks,

stranding the difference

Report ID #88566

Severity High

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Permanent freezing of unclaimed vield
Description

The wormhole leaf circuit enforces its fee relation independently for every leaf:

IV N QLT L R S M oJoP)] (wormhole-zk.md#L29-132). The runtime is meant to settle exactly the minimum
those proofs lock. states that invariant in its own doc comment: it "[m]irrors the
circuit's integer fee relation over QUANTIZED amounts", and "[c]lomputed over the bundle's minted total, the

result never exceeds what the individual proofs locked (ceil of a sum < sum of ceils)"
(src/lib.rs#L1066-L1081).

SRS IRE accumulates every successfully minted exit into (Lib. rs#.849) and

then applies that single ceiling once, to the aggregate (Lib. rs#L867-1872), splitting the result between the

burn, the miner and the public-batch aggregator.

However, "never exceeds" is not "equals", and the inequality is strict for small leaves. At the production rate
of 4 bps (configs/mod. rs#L734) a leaf holding a 2-quantum input can output at most 1 quantum, because
is false, so the circuit forces a full one-quantum gap on that leaf. A private batch carries
seven leaves (build. rs#L39-144), so seven such leaves lock 7 quanta of fee while the runtime settles

- WWARCLELY) one quantum.

The remaining 6 quanta — 0.06 QUAN — go nowhere. They are not returned as an exit output, not burned,

not credited to the miner and not credited to the aggregator, and they are not recoverable: all seven
nullifiers are written to JEL\IIRERETNES in the same call (Lib. rs#l 764-1774), so the leaves cannot be spent

again. The end-to-end proof of concept builds seven real leaf proofs, aggregates them, passes

and [IRIRIET A, settles through SRR SREIREaa, and measures a total issuance
delta of exactly one quantum against a proof-enforced 7, with all seven nullifiers consumed. The same
settlement path serves T RN IR g8l Which at the production size of 53 inner batches

(build. rs#L46-152) carries 371 leaves: 371 quanta locked, =1 quantum settled, 370
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/docs/wormhole-zk.md#L29-L32
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1066-L1081
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L849
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L867-L872
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L734
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/build.rs#L39-L44
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L764-L774
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/build.rs#L46-L52

@ Immunefi

quanta or 3.70 QUAN stranded per batch. That value is fee vield the burn, miner and aggregator legs were

owed and will never receive, which is permanent freezing of unclaimed yield.
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@ Immunefi
IMM-BC-HIGH-88223

Wormhole miner fee and aggregator rebate are credited without a zk-tree leaf,

freezing them permanently

Report ID #88223

Severity High

Category Blockchain/DLT

Asset

Impact Permanent freezing of funds (fix requires hardfork)
Description

The block author's share of the wormhole volume fee is credited to an address derived from the
miner-supplied pre-runtime preimage: Fedg-Iaa-Iid e Jamage) Mo b==F3d rehashes that preimage through

SIS T AT O IEYS (src/1ib. rs#l143-1148), documented as Ebl g RN ERNGEN TEE IR AR aRY-td e D))

(src/lib.rs#L97-L111). A signable account is instead Poseidon over the ML-DSA public key

(scheme macro. rs#L.239-1245), so no keypair produces a image and the author address is
spendable only through a wormhole ZK exit. An exit is bounded by a zk-tree leaf, and is the
only thing that creates one; it bumps the recipient's transfer count and inserts the leaf

(src/lib.rs#L.1294-1L1310), which is why the design records each mint "so the new mint becomes a fresh

leaf available for future wormhole exits" (wormhole-zk.md#L88-1L90).

Every other credit path follows that pattern. The exit loop calls NSRRI IgMaA=-INE=ly | mmediately after a

successful (Lib. rs#1.828-1859), and CINRIag PP EIQIEIReEs, Which credits the same class

of address, calls [gEl]g A= T-IgleIgeleld right after (src/lib.rs#L230-1237).

The miner-fee credit does not:

It deposits an event and stops. The public-batch aggregator rebate has the identical omission
(Lib.rs#L919-1933), and [gY I IA=IISKYs iS reached from only four sites in the pallet — IEEINEIE]S,

IR NEIEEY inside the exit loop, and |BERELY and IFIEHRE]E inside the trait

implementation — so nothing sweeps or backfills these credits.

The miner therefore receives free balance at an address it can neither sign for nor prove, and the value is
frozen the moment it is credited. It fires on every successful exit that produces a non-zero miner fee, with

no attacker involved: at ARIEREREICE R and YIEREREMakEE of 50% (configs/mod. rs#l.730-1.738)

the miner share is 2 bps of all wormhole exit volume, accruing forever and growing with wormhole adoption.

The aggregator leg freezes the same way. The regression test added with the earlier fix asserts only that
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/wormhole/src/lib.rs#L143-L148
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/wormhole/src/lib.rs#L97-L111
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/scheme_macro.rs#L239-L245
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1294-L1310
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/docs/wormhole-zk.md#L88-L90
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L828-L859
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L230-L237
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L919-L933
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L730-L738

@ Immunefi

the balance arrived (tests. rs#L.1088-11091), never that a leaf exists, and the proof of concept turns that into
an on-chain witness: after [EIgiNMJeNEIt-M L ey the author's free balance has strictly increased while

TransferCount[author JEEESdlll @ and AN EE iRV 4@®] grew by exactly the number of exit accounts.

Recovery requires a runtime upgrade that re-issues the credits, which is permanent freezing of funds (fix

requires hardfork).

Severity note. The frozen value is protocol fee yield rather than user principal — no deposit or exit output is
touched, and the per-exit amount is the 2 bps miner share — which is what holds the finding below Critical.
What keeps it at High is that the loss is deterministic on every exit, has no in-protocol recovery path at all, and

accrues without bound.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/tests.rs#L1088-L1091

@ Immunefi
IMM-BC-HIGH-89139

Credits to wormhole addresses are not quantized, so sub-quantum value is

committed to no leaf and unexitable

Report ID #89139

Severity High

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Permanent freezing of funds
Description

Native balances carry twelve decimal places — il is (LRI LIMAL) (src/1ib. rs#L96-L102) — while a
zk-tree leaf commits amounts at two, quantized by EIYe[] g pEor:Y M = o]0 'Y 27:Yo8 Ko xSt N7 L [ L LI 1Y)

(tree.rs#l 34), so one leaf quantum is 0.01 QUAN. A wormhole address has no signing key, so its balance
moves only through a ZK exit, and that exit is bounded by the the leaf commits.

(eI g TN oI e I e Sl a DAL kM) SCans balance events and passes every credit it finds to

N e IR A A gl ReloMdl (transaction_extensions. rs#L309-1396). That recorder rejects exactly one thing, an
exact zero (src/lib. rs#l.1354-11356); every other native credit reaches , which stores the

full-precision amount, advances the recipient's transfer count and inserts a leaf (Lib. rs#L1294-11310).
IEN RN then commits the amount:

However, nothing on that path requires the credited amount to be a multiple of the quantum. Floor division
silently drops from the Merkle commitment, and the circuit takes the quantized as its
private , so no valid membership witness can ever cover the remainder. Storage keeps the full

precision; the hash the exit is proved against does not.

For a keyless wormhole recipient the remainder is unreachable by any in-protocol path: it cannot be signed
for and it cannot be proved. The existential deposit is one JITRBMINAY, 0-001 QUAN (src/1ib. rs#98-1102),
one tenth of a leaf quantum, so a credit of 0.009 QUAN is above the deposit and succeeds — the balance

arrives, a leaf is inserted and the transfer count advances — while the leaf commits an input of zero and the
entire credit becomes unexitable. Larger non-aligned credits lose their remainder the same way: 1.009
QUAN commits 1.00, and 10.005 QUAN commits 10.00. The circuit's fee relation compounds it at the bottom

RGN WM (out_1 + out_2) - 10000 < input - (10000 - fee_bps)leIaillelN=tard Siles: VA MY R-1M 1412

configured 4 bps (configs/mod. rs#L734) caps a one-quantum input's output at zero. The failure is silent

throughout: the transfer succeeds, the balance rises by the full amount, an event and a leaf are produced,
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L96-L102
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/zk-tree/src/tree.rs#L34
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L309-L396
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1354-L1356
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L1294-L1310
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L98-L102
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/docs/wormhole-zk.md#L29-L32
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L734

@ Immunefi

and nothing signals that the value cannot be withdrawn. Each sub-quantum credit also inserts a worthless

leaf and advances the transfer count, growing the tree permanently. This is permanent freezing of funds.

Severity note. The loss per credit is bounded by one leaf quantum: any amount above 0.01 QUAN strands only

under 0.01 QUAN of value, which is what holds the finding below Critical. Credits between
the 0.001 QUAN existential deposit and the 0.01 QUAN quantum lose 100% of their value, and every loss is

permanent with no recovery path, which keeps it at High.
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@ Immunefi
IMM-BC-HIGH-88297

Scheduled transfers below the existential deposit can never execute and only the

guardian can clear them

Report ID #88297

Severity High

Category Blockchain/DLT

Asset

Impact Temporary freezing of funds for at least 24 hour
Description

A high-security account moves value only through [{EIREIEIEAIS I IERAENTEgs: the runtime's call whitelist

elelplitYschedule_transferf , and , and nothing else

(configs/mod. rs#L669-L693). JELPI-MAEuIEs Places the amount on hold and hands the scheduler a
named task to dispatch after the account's delay.

SIIRTel o[ (NIRRT A K= b Ralalsls Validates exactly one property of the amount:

At execution, builds a LI EIERISTHACINRRRIE I CIIITMEIRIYE, releases the
hold, removes the pending metadata and the sender-index entry, dispatches, and returns the dispatch result
as its own (src/lib.rs#1 693-1738).

However, [Tl G EIRAE Will not create an account below the existential deposit, one (INNREVNIN] in
production (src/1lib. rs#L98-L102), and nothing between the schedule-time check and the dispatch tests for

that. The dispatch is the last step and its failure becomes the extrinsic's failure, so the release and the
metadata removal roll back — while the scheduler has already consumed the named task.

never calls ; the pallet's only references are
benchmark annotations in its weights file. The hold is back, the pending entry is back, and nothing will ever

execute it.

The owner cannot clear it either. reads the guardian frozen into the pending record, and for

, S0 the owner is rejected with INRVEIRsNSVZIET=1s

and only the guardian can cancel (1ib. rs#L.865-1885). When the guardian does, the released funds go to the
guardian, minus a 1% volume fee that is burned (Lib. rs#L918-1954, configs/mod. rs#L531). is
guardian-gated by the same error and also pays out to the caller, the guardian (1ib. rs#L530-1568). No

a high-security schedule [oJglehial-g¥-{TETls FEETa M EIN oT-YoTe s T-g digle)1)

extrinsic returns a stranded transfer to its sender.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L669-L693
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L693-L738
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L98-L102
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L865-L885
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L918-L954
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L531
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L530-L568

@ Immunefi

Sending a small amount to a new wallet before moving a real balance is routine, and it is exactly the case
that breaks. Each stranded transfer locks its own amount, bounded by the existential deposit, and
permanently consumes one of the 16 slots in (configs/mod. rs#L529). After 16, the
account can schedule nothing further, and is the only whitelisted call that sends its own
balance outward. The proof of concept schedules to an unfunded address in the
runtime integration harness, runs past the execution window and 500 blocks beyond it, and observes a

recipient balance of zero with the pending entry still held, then confirms the owner's cancel fails and the
guardian's succeeds. The end state is an account that cannot move its own money, holding funds it cannot
reach, which is temporary freezing of funds for at least 24 hour.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L529

@ Immunefi
IMM-BC-MED-88219

Invalid proof-of-work is not attributed to the sending peer, so a hostile peer is never

penalised
Report ID #88219
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

Quantus replaces upstream with its own import pipeline, whose import queue is expected
to charge a misbehaving peer for the blocks it supplies. The implementation the queue calls,
, only pops the seal digest (src/1ib. rs#L.442-1 453). The proof-of-work check
moved into [T RaMIRaaR Where it runs after has instantiated WASM and executed a
runtime call over the attacker's entire block (src/1ib.rs#1.249-1262), and the node passes @ for the height

after which inherents are checked, so no block escapes it.

Because the check no longer happens in the verifier, a failed seal surfaces as
rather than . The adjacent match arms diverge completely: chain_sync.rs#L747-1762
drops the peer with , while the arm that actually receives invalid proof-of-work
does not:

additionally cancels in-flight requests to every connected peer, not only the offender. A peer
therefore serves blocks with forged proof-of-work indefinitely at no cost. Over a 150-second two-node run
the victim logged 18 rejections, 7 sync restarts and 9 peer re-admissions with zero reputation actions, and
never advanced past genesis; in a three-node run its keep-up ratio against an honest miner fell from 100%
to 79.7%. Each junk block costs roughly a kilobyte on the wire and buys a WASM runtime call plus a full sync
reset — damage to the users and the protocol with no profit motive for the attacker.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/consensus/qpow/src/lib.rs#L442-L453
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/consensus/qpow/src/lib.rs#L249-L262
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network-sync/src/strategy/chain_sync.rs#L747-L762

@ Immunefi
IMM-BC-MED-88224

Unvalidated peer-advertised block height pauses mining and suppresses
block-import notifications

Report ID #88224
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

The block-announces handshake carries a peer's claimed , which SEMISVile records before any
header or cumulative work is validated. [LFEIIRIEER returns the median of every peer's claimed height,
taking index — the upper median for an even peer count (chain_sync.rs#L1573-11585). When that

median runs far enough ahead the node enters major-sync state, and the mining loop declines to propose
while the sync oracle reports major syncing (service. rs#l 341-1349); that check sits before the zero-peer
guard, so does not bypass it. Major sync also relabels imported blocks

ARSI TS TR A I S M AR EIRle (chain sync.rs#L.1618), and that origin suppresses import notifications

entirely:

Nothing requires the peer to deliver a header for the tip it claims, or to show any work, before the number
counts toward the median. One peer advertising a height of 1,000,000 put a victim miner into
, produced 22 events and cut production to 14 blocks in 120 seconds against
a~102 baseline. Against a non-mining node the same lie blackholed for 101.0
seconds: blocks 82-133 were imported but never announced, the node's own informant printed no
line for any of them, and kept reporting normally. Recovery is unaided after roughly 111
seconds, and a fresh peer identity every ~38 seconds sustains the window — damage to the users and the
protocol with no profit motive for the attacker.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network-sync/src/strategy/chain_sync.rs#L1573-L1585
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/service.rs#L341-L349
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network-sync/src/strategy/chain_sync.rs#L1618

@ Immunefi
IMM-BC-MED-88226

sizes its read buffer to an unauthenticated peer's declared
frame length

Report ID #88226

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact Increasing network processing node resource consumption by at least 30%
without brute force actions, compared to the preceding 24 hours

Description

Protocol negotiation runs on a plaintext socket before any cryptography: negotiates
and only then calls [IFEIRRIERFIENE (connection. rs#l.434-1 444). Inside that negotiation the framing
layer reads an unsigned-varint length prefix and immediately sizes its buffer to the value the remote peer

declared:

read_buf ferjisg and writes the fill byte, so the pages are touched and become

resident rather than staying virtual. [{NSRIE321=9V, Caps at 16,383 (length_delimited.rs#L30-L31), SO
no bounds check is missing.

However, nothing requires the peer to send any of the bytes it declared. Two bytes, , commit 16,383
written bytes and the connection then waits out the 5-second substream-open timeout. Ten thousand
concurrent connections carrying 20,000 attacker bytes in total raised the victim's resident set by 216,496
kB; against a silent control of 5,856 B per connection, 16,313 B per connection is attributable to this line,
99.6% of the 16,383 predicted from source. Total RSS rose 86%, from 250,904 kB to 467,400 kB, in a single
1.89-second burst, and did not fall when the connections expired, because the allocator retains the freed 16
KiB chunks. Pending connections are never registered against the established-connection limit, so the
ceiling is the operator's file-descriptor limit — increasing network processing node resource consumption

by far more than 30% without brute force actions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/tcp/connection.rs#L434-L444
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/multistream_select/length_delimited.rs#L30-L31

@ Immunefi
IMM-BC-MED-88249

still prices sr25519 after the switch to ML-DSA, undercharging

every signed extrinsic

Report ID #88249

Severity Medium

Category Blockchain/DLT

Asset https: ith om/immunefi-team/audit-comp- ntus-chain

Impact Inaccuracies to the weight (similar to gas) accounting system that under or
overcharge by more than 50% of the correct amount (and are not intentional
as indicated by the program's terms)

Description

is the per-extrinsic charge covering decoding and signature verification.

configs/mod. rs#1 86-189 builds the block weights with SRR AR AR (IRT=T o R A A N-We S E-0 AR, Which

routes through the builder and seeds every dispatch class from the inherited constant (Limits. rs#L350).

That constant is upstream's:

Its generated header records [[EN|R{{ISVETIRIelITEd ON , benchmarked on 2024-11-08 on an

Intel Xeon at 2.60 GHz — a chain that signs with sr25519. src/1ib. rs#L113 replaces the signature type with
, so every signed extrinsic now performs an ML-DSA verification inside WASM,
and the project's own benchmarking harness signs ML-DSA-87.

The constant was never re-derived. Nothing under overrides it, and

runs only , never — the subcommand
that produces it, and which does not run as shipped. Running it against this runtime measures 871,694 ns
per extrinsic on the fastest of three hosts against the 108,157 ns the runtime declares: the runtime charges
12.4% of the correct amount, an undercharge of 87.6%. The other two hosts give 91.6% and 94.2%, and a
like-for-like build accounts for only 6.4% of the gap. The threshold for this impact class is 50%.
The shortfall is added to every extrinsic in every dispatch class, so block accounting and fees are wrong in
the same proportion — inaccuracies to the weight accounting system that undercharge by more than 50%

of the correct amount.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L86-L89
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/frame-system/src/limits.rs#L350
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L113

@ Immunefi
IMM-BC-MED-88218

Inherited sr25519 base weight leaves Dilithium verification unmetered in blocks and

unpriced in the pool

Report ID #88218

Severity Medium

Category Blockchain/DLT

Asset https://gith m/immunefi-team it-comp-quantus-chain

Impact Causing network processing nodes to process transactions from the
mempool beyond set parameters

Description

ARSI EIR# is the ledger that bounds how long a block takes to execute. [ ld adds the per-class
to every extrinsic's weight, and that charge is the only budget covering signature verification
— the separately benchmarked extension weights never touch the signature:

(check_weight.rs#L163-L166). Quantus never overrides it, so it stays at upstream's sr25519 figure of 108,157

ns, while each extrinsic actually runs a Poseidon hash over the full public key and an ML-DSA verification in
WASM with no host function (traits.rs#L160-1184).

That same verification also runs during pool validation, where [R{S 4 4{@M®] cxecutes before any nonce,
solvency or fee check (src/lib. rs#L.983-1991). [JalaEIaMILIaEe Measures 1,340,574 ns per extrinsic
against the declared 108,157 ns, a factor of 12.39; even the minimum across 100 repetitions, 1,261,221 ns, is

11.7 times the declared value. A block of 541 extrinsics — the count the tool derived by building one —
records 58.5 ms of weight while taking 725.3 ms to execute, leaving 666.7 ms per block that the
block-weight limit cannot see. In the pool path nothing is charged at all: throwaway Dilithium keys signing
transactions with a nonce that will fail impose the full verification on every node, causing network

processing nodes to process transactions from the mempool beyond set parameters.

Severity note. The report states its own limit: this is not fee arbitrage. charges
1,000,000 planck per byte and is S0 a 7,266-byte extrinsic pays roughly 7.27
ms-equivalent in length fees for about 1.34 ms of real base work — the signature envelope over-covers its
own verification by about five times, and no attacker buys in-block compute below cost. The defect is
confined to the weight ledger and to the fee-free pool path.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/frame-system/src/extensions/check_weight.rs#L163-L166
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/primitives/dilithium-crypto/src/traits.rs#L160-L184
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/frame/executive/src/lib.rs#L983-L991

@ Immunefi
IMM-BC-MED-88397

Self-directed reversible transfers record wormhole ZK-tree leaves for credits that

never occur

Report ID #88397

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact A bug in the respective layer 0/1/2 network code that results in unintended
smart contract behavior with no concrete funds at direct risk

Description

Every balance credit becomes a leaf of the wormhole ZK tree, created either by the post-dispatch event
scanner or by an explicit recorder call. The scanner matches EYE B Esils 1% unconditionally and
turns it into a leaf (transaction_extensions. rs#L.360-1365); its only exclusion anywhere is a vesting-pot

address comparison inside the arm. Cancelling a one-time schedule takes the branch where

pending.guardianfERUERECIMlolrelcase_held_funds_with_feefigJ¥ gt ransfer_on_holdiigelaaRialcX{=1glel=1g

to the sender (src/lib. rs#1.943-1951), a primitive with no short circuit that emits the event

anyway. Separately, records a leaf on QI PEEMIN@)] alone (#L721-1732); a

schedule pointed at the sender's own address makes the inner eI I-IBA: take its self-transfer
early return, move nothing, and still return .

Neither mechanism checks that value moved. [gldlgs A=l T=Igmogeeli, the chokepoint both pass through,
already drops one class of value-less credit for exactly this reason — a leaf for it "is pure state growth" —

but filters on the amount and never on the accounts:

Anyone with a funded account therefore writes arbitrary credit into the wormhole deposit record for a

transaction fee. Tests driven through [SCISAERE JINMIedglile record one leaf per cancel carrying the
full scheduled amount while the sender's balance falls only by the fee and the named destination receives
nothing; five rounds insert five such leaves. The leaves are not spendable, but the tree permanently asserts
credits that never happened, a event fires for each, and EIREIY®Id advances —

unintended behaviour in the layer-1 code with no concrete funds at direct risk.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L360-L365
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L943-L951
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L721-L732

@ Immunefi
IMM-BC-MED-90047

Unbounded SURI path depth in bypasses the dev-account cap
through the public light-client protocol

Report ID #90047
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

Every full node registers an inbound light-client request handler (builder.rs#L.1185-11191), which forwards a
peer-selected method name and bytes to with no runtime-method allowlist.
apis.rs#.323-1332 exports RIS TiRN I SN L MY YL from the production runtime, and the genesis

builder omits input-size limits on the stated premise that the API "is not reachable by network peers or on a
running chain". caps the account count at Ly« VI RIEINMU[2 because each
derived account performs an expensive sr25519 derivation:

The cap bounds the count and nothing else. The function otherwise validates only a non-zero count, a
balance above the existential deposit, and a template containing ; the per-account loop then parses the
whole SURI and folds one hard derivation per path junction (src/lib. rs#L1368-L1394), with no bound on

template bytes or junction count. A 34,313-byte request carrying 1,000 accounts and a template of 10,922
junctions requests 10,922,000 derivations. Measured against an unmodified node over the real

protocol, one such request occupied the serial handler for 202.5 seconds and
consumed 189.95 CPU-seconds, 93.73% of one core against a 0.87% idle control. The queue is node-global
and serial, so a normal request from a second peer — 10.060 ms at idle — timed out at 15,007 ms and was
still executed 187,847 ms after submission; cancelling the stream, dropping the peer and the protocol
timeout all leave the work running. One request every ~3.4 minutes, about 169 bytes per second, keeps the

service permanently occupied: damage to the users and the protocol with no profit motive for the attacker.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/service/src/builder.rs#L1185-L1191
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/apis.rs#L323-L332
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/lib.rs#L1368-L1394

@ Immunefi
IMM-BC-MED-88227

Degenerate-key filter in ML-DSA misses the ] family that also drops the
challenge term

Report ID #88227

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-gp-rusty-crystals/tree

udit-comp-ready/dilithium

Impact A bug in the respective layer 0/1/2 network code that results in unintended
smart contract behavior with no concrete funds at direct risk

Description

Verification recomputes TIREEEV4GIN-VAENEPLHERAB). and the crate's own test documents the
property at stake: a successful verify must imply possession of a real secret key. YEIghNMZls therefore

rejects the degenerate all-zero [§f] public key, with a comment explaining that when the term

vanishes an attacker can forge [(CACR/RRIIA R TR (C VI | BRSNS s ICDDD)] With no secret key:

(sign.rs# 707-L714). The same predicate guards [JI IR CYERRAR ) MVARE (frontend. rs#l 425-1431).

The attack is identified correctly and the precondition is not. Jif:5k84'®)] is zero for every j whose centred
representative satisfies [REilEMIEEMINY, so the challenge drops out of the relation for a whole family of
non-zero , not only for zero. With and VISR RPYEVIERPIARLL, a single coefficient of value 1

to 31 qualifies, and because , so does the top of the 10-bit range. Exhaustive
enumeration over one non-zero coefficient accepts 63 of 1023 values on ML-DSA-87 and ML-DSA-65 and

23 on ML-DSA-44, matching the predicate exactly. The coefficient works in any row and any of the 256
positions and is unconstrained, so the forgeable family is of order 2*256. The forgery is one
deterministic pass through the public APl and verifies for every message and every context, while the same
signature against an honestly generated key is rejected. The chain's only signhature scheme accepts
sighatures produced without a private key — unintended behaviour with no concrete funds at direct risk,

since reaching an existing account would require a Poseidon preimage.
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https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/94dfe6e671b29689c66148991630406e983e2457/dilithium
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/94dfe6e671b29689c66148991630406e983e2457/dilithium
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/blob/94dfe6e671b29689c66148991630406e983e2457/dilithium/src/sign.rs#L707-L714
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/blob/94dfe6e671b29689c66148991630406e983e2457/dilithium/src/frontend.rs#L425-L431

@ Immunefi
IMM-BC-MED-88386

subscription tasks outlive unsubscribe, so RPC caps do not bound retained

tasks

Report ID #88386

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact Increasing network processing node resource consumption by at least 30%

without brute force actions, compared to the preceding 24 hours

Description

is merged into every full node's RPC module and classified as Safe, on the stated basis that its
work is bounded by a fixed broadcast capacity (rpc.rs#L.111-1116, #L144), so it stays available when a public

node denies unsafe calls. Each accepted subscription takes a broadcast receiver and spawns a detached

task that awaits only the channel:

(txwatch.rs#L151-L169). The sink is inspected only after a transfer has already arrived.

Closing the JSON-RPC sink, on or on disconnect, does not wake
, and the task never awaits the cancellation-aware [JEL[@)] future. The
connection and subscription slots are released while the task, its receiver and its closed sink handle stay
allocated, so the same client reconnects and allocates another full set: SElgdleRliFr el eas ol and

S oJold | D GISIV] oS R X A ReLs R ol i etela g lTeAd Relsl bOuNd live state, not cumulative retained tasks. With the server

built at one connection and 256 subscriptions, 64 sequential cycles that explicitly unsubscribe everything
and disconnect retain all 16,384 receivers and raise in-process RSS from 16,089,088 to 46,383,104 bytes,
188.3%, in 2.93 seconds. Against an unmodified capped at one connection, 64 cycles
took 212 seconds and moved the process physical footprint from a settled 71 MB to 157 MB, 121.1%, still 163
MB ten idle seconds later — increasing network processing node resource consumption by well over 30%

without brute force actions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/rpc.rs#L111-L116
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/rpc.rs#L144
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/node/src/txwatch.rs#L151-L160

@ Immunefi
IMM-BC-MED-89154

Sparse public wormhole batches retain the full 742-exit weight declaration after
settling one exit

Report ID #89154

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Block stuffing
Description

The level-2 circuit deliberately permits a public batch holding one real private-batch proof and 52 reusable
dummies, and the pallet skips the inert segments and settles the single real exit. ZIgRN ARV A FTelll sFYdely
declares [N C TR SR AR S A BAl s LXAeiI®)] (src/1ib. rs#L620-1626), which scales the storage tail and the

per-exit ZK-tree hashing by [JSJSTelEide MY M EAI®] — the structural maximum of 2 x 7 x 53 =742
(weights.rs#L184-1197). As an upfront maximum that is safe.

The success path, however, never reduces it:

tells FRAME to retain the entire declaration, so a dispatch that performed one exit and
skipped 52 inert segments is charged for 742. A genuine 223,616-byte proof that passes pool validation at
the fixed unsigned priority and the full ZK gate in settles exactly one exit leaf and retains
3,744,227,000,000 ps of call weight — 83.205% of the 4.5-second Normal quota — while the call is
unsigned and . The same one-exit settlement through the private-batch path reserves
87137,000,000 ps, so the supported public format is a 42.97x weight-reservation amplifier. One sparse
proof per block leaves 755.773 ms, enough for at most eight 87137-ms private proofs, cutting same-priority
wormhole exit capacity from roughly 24 to 8 with no malformed proof, verifier bypass, colluding miner or
brute-force traffic: block stuffing.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L620-L626
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/weights.rs#L184-L197

@ Immunefi
IMM-BC-MED-90343

Txpool skips maintenance on every finality event, so watched transactions are
falsely timed out

Report ID #90343
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

Pool maintenance on finality is the only path that retires pruned transactions and fires watcher
statuses in the vendored pool that is every node's default. The enactment guard skips maintenance
whenever the absolute height distance between an incoming chain event's block and [tk JJ=k3#l o} Ko el

exceeds OGRS EINSSIEER]) (cnactment_state.rs#L107-L123):
force_updatefldl(efHelgI\WArccent_finalized_blockjelg events (#L192-1.196), so the comparison is

always against the live best block. Quantus finalizes exactly [yl s FY -l g-Me[=dy after each

import with JE G AL Y, SO every event arrives with a delta of about 100 and

the guard — written to reject deep forward jumps during full sync — discards 100% of finality events in

normal operation.

A watched transaction therefore stalls at forever. NIRRT (o SSIERAY then bounds the

watch list, and each eviction fires carrying the evicted block hash
(Listener.rs#1.255-1263) — the terminal signal integrators read as "dropped, will not finalize". On an
unmodified node a transfer included at height 4 received at best height 516 carrying its
own inclusion block hash, while the node's finalized height was 416; EUId g\ it edg sk ite then returned
false, so the false terminal status is the last word the integrator receives. No attacker action is required, and
timeout-driven resubmission executes the same payment twice: damage to the users and the protocol with
no profit motive for an attacker.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/common/enactment_state.rs#L107-L123
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/common/enactment_state.rs#L192-L196
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/graph/listener.rs#L255-L263

@ Immunefi
IMM-BC-MED-88736

Pre-authentication ML-KEM/ML-DSA Noise work is uncapped, letting
unauthenticated peers inflate node CPU and memory

Report ID #88736

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact Increasing network processing node resource consumption by at least 30%
without brute force actions, compared to the preceding 24 hours

Description

Quantus vendors litep2p and replaces its Noise handshake with a post-quantum pgXX variant keyed by an
ML-KEM-768 static key. On every inbound TCP connection, ‘negotiate connection' completes the

multistream-select negotiation and then calls [SIHHIERCEIYEILE, Which builds a :

‘NoiseContext::new' generates a fresh ML-KEM-768 keypair and builds a Clatter session, and assembly

signs the KEM public key with the node's ML-DSA identity key — all before the peer's first pgXX message is
read. The reader then takes a 2-byte length and allocates that many zeroed bytes before the payload

arrives:

This pre-authentication work is uncapped. ‘ConnectionLimits: :on_incoming' counts only the established
-SRI set, so pending handshakes never count against , and the
length prefix is honoured up to . A remote unauthenticated peer that sends only the 28-byte
negotiation therefore forces one ML-KEM-768 keygen and one ML-DSA signature per connection, and two

extra bytes force a 65,535-byte allocation held until the handshake timeout. On the release node, 512
stalled connections raised process CPU from 0.11% to 13.5% and 4,096 connections added roughly 500 MB
RSS against a few KB/s of attacker traffic, increasing network processing node resource consumption by
far more than 30% without brute force actions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/tcp/connection.rs#L434-L453
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/crypto/noise/mod.rs#L145-L155
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/transport/manager/limits.rs#L105-L113

@ Immunefi
IMM-BC-MED-90210

Default transaction-pool size exceeds the gossip known-hash cache, causing
repeated full-peer disconnects and resource amplification

Report ID #90210

Severity Medium

Category Blockchain/DLT

Asset https://gith m/immunefi-team it-comp-quantus-chain

Impact Increasing network processing node resource consumption by at least 30%
without brute force actions, compared to the preceding 24 hours

Description

To accommodate its ~7.3 KB post-guantum transactions, Quantus raises the compiled transaction-pool
default to _256 MiB, selected automatically when a node starts without SRS RIELER: The
transaction-gossip protocol independently retains only a fixed 10,240-entry per-peer known-hash cache,
and that cache is an _LruHashSet ' whose limit is exclusive:

The pool default now sits above that boundary. Once the ready pool holds 10,240 transactions, the cache
evicts the second hash as the first is inserted, so every hash misses on every 2.9-second propagation scan
and the node resends the whole pool to each full peer. That floods the notification queue, and
‘force_close’ then closes the entire transport connection — including block announcements — even when
other protocols have open substreams. The peer reconnects with an empty cache and the cycle repeats.
Using ordinary signed, fee-paying transactions submitted once, the reporter measured a 159% victim CPU
increase and roughly doubled RSS with block and transaction streams closing repeatedly, increasing
network processing node resource consumption well beyond 30% without brute force actions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/cli/src/params/transaction_pool_params.rs#L45-L49
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network/src/utils.rs#L52-L60
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/protocol/transport_service.rs#L601-L619

@ Immunefi
IMM-BC-MED-88329

Missing guardian consent in Hidf{Y=lllaRqY lets one sigher exhaust any
guardian's bounded quota

Report ID #88329
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

[N [EIRIIRI AN ISIT IR AENIIAISS, each guardian's wards live in “GuardianIndex ', a target-keyed [lelgle[e\%=Ye!

capped at 'MaxGuardianAccounts = 32°'. The permissionless “set high security' nhominates any account as
guardian and appends the caller into that guardian's index:

The call authenticates only the nominator; it checks the target is not the caller but never obtains

authorization from the guardian before consuming its capacity. Because ‘Utility::as derivative’
deterministically rewrites the signed origin to a keyless, zero-balance pseudonym that need not exist on
chain, one ordinary account can batch 32 calls, each targeting the same guardian, and fill all
32 slots in a single signed transaction. After the batch, any legitimate account that selects that guardian is
rejected with . The guardian cannot repair the quota: the pallet has no eviction
path, and deliberately preserves both and . The reporter
measured the full attack at 0.023 QNT, permanently denying any chosen address the guardian feature —

griefing with no profit motive but lasting damage to users and the protocol.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L248-L253
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L528
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L376-L400
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/utility/src/lib.rs#L289-L301

@ Immunefi
IMM-BC-MED-89524

IR e IRE Skips settlement inside the claim rate-limit window, reassigning
the outgoing beneficiary's vested funds

Report ID #89524
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

CEIRRARAVERSIdNel's ‘retarget schedule’ is documented to "Settle any payout a permissionless claim could

currently force, then change the beneficiary. This makes retargeting independent of claim transaction
ordering." It settles through , then swaps the beneficiary:

However, ‘claim_plan' computes the full payable amount and only then returns [feJeNelelsl when

last_claim_atjisAWilgllsiMinClaimIntervall is a rate limit, not an absence of funds, yet

collapses it to zero and never advances F[IEREE L. On the live runtime
MIMILLTS_PER_DAYREL is permissionless, so any unrelated account can stamp

on any schedule and hold it inside that window indefinitely for one transaction per schedule
per day. Whenever the treasury then performs a routine rotation, the outgoing beneficiary is paid nothing
and their accrued entitlement — up to one day of linear vesting — transfers to the incoming beneficiary at
the next successful claim. The emitted event carries , indistinguishable from a genuine
nothing-to-claim, and the loss multiplies across a grantee's schedules: a silent, permissionless griefing of
beneficiary funds with no profit to the actor who arms it.

60 Immunefi Audit Competition Immunefi / Quantus


https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L444-L445
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L543-L557

@ Immunefi
IMM-BC-MED-90408

Safe RPC exposes ENEIFIRLIE, With an unbounded derivation

template, pinning node CPU cores

Report ID #90408

Severity Medium

Category Blockchain/DLT

Asset https://gith om/immunefi-team/audit-comp-quantus-chain

Impact Increasing network processing node resource consumption by at least 30%
without brute force actions, compared to the preceding 24 hours

Description

Quantus's production runtime exports the full GenesisBuilder: :build_state' API, which an
unauthenticated client can invoke through the standard blocking RPC even under
. The caller supplies X VST Cele10 L A -1 K=o Tol-Tae [ S AVZ- A R AR R A =AYl The account-count cap
limits to 1,000, but the derivation loop validates only that the template contains :

However, the template's length and path-junction count are unbounded, and every accepted account
reparses the whole path and performs the requested sr25519 derivations, so runtime work grows as roughly
e I St . A template of [JIF8M repeated 1,000 times fits in an 8,739-byte request
yet occupied one core for about 6.7 seconds; four concurrent clients raised the frozen node from ~100% to
~500% process CPU at only ~5.2 KB/s, and 10,000 junctions produced minute-scale jobs from ~80 KB.
Closing the client does not cancel the admitted blocking work. The attack needs no account, signature, fee,
or high request rate, increasing network processing node resource consumption by far more than 30%

without brute force actions.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/apis.rs#L323-L332
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/lib.rs#L1374-L1376
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/balances/src/lib.rs#L1384-L1394

@ Immunefi
IMM-BC-MED-88215

Any account can permanently consume another address's bounded guardian index
with no consent or removal path

Report ID #88215
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

[N CEANRIEE VIS T IR A =TI HTaS, I b = IRI-Te0 AR, \Writes the caller into the target guardian's

‘GuardianIndex ', a eiale[SeNle capped at *MaxGuardianAccounts = 32°:

The urite site [gRaNaRes the caller without any consent, signature, deposit, or even on-chain existence of
the account named as guardian. SVEIRMERILEN has exactly two write sites — this one and the genesis
builder — and both are push-only: no extrinsic, hook, or helper ever removes an entry, and enrollment is

documented as a one-way operation that cannot be undone. These properties compose: any unprivileged

party can spend 32 transactions to permanently exhaust the guardian index of any chosen address, after
which every honest user who names that address receives and is left with no
high-security protection. Because the guardian need not exist on chain, a published address — a custody
provider, an institutional cold-wallet guardian, a well-known community address — can be pre-squatted
before its owner ever transacts. The victim has no in-protocol remedy: even leaves the index
untouched, so restoring capacity requires a runtime upgrade plus a storage migration. This is griefing — no
attacker profit, permanent damage to users and to the pallet's core protective feature.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L248-L253
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L528
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L394-L396
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L347

@ Immunefi
IMM-BC-MED-88671

Permissionless vesting lets a third party fragment a grant into rounding-lossy

payout leaves

Report ID #88671
Severity Medium
Category Blockchain/DLT
Asset https://gith m/immunefi-team it-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

EINRER e l's "claim’ is permissionless: it discards the result and lets any signer trigger a
payout on any schedule, paying the largest amount vested at call time via ' claim plan':

Each payout is settled through “pay_out", which records a separate Wormhole transfer-proof leaf, and each
leaf loses value independently to the withdrawal circuit's per-leaf fee rounding. Because the claim is
permissionless, the choice of fragmentation belongs to an attacker, not the beneficiary: the one-day
bounds only the rate, so an unrelated account can call once per interval and split a
grant into many small leaves, multiplying the rounding loss rather than amortising it. Aggregation cannot
recover it, since the inequality is enforced per leaf before batch aggregation. For a 365-day, 365-QUAN
linear grant, daily third-party claims produce 365 one-QUAN leaves whose combined maximum output falls
from 364.85 to 361.35 QUAN — about 3.50 QUAN permanently destroyed for the beneficiary, scaling with
schedule duration. The attacker gains nothing and needs only transaction fees: griefing.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L331-L341
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L536-L559
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L572-L582

@ Immunefi
IMM-BC-MED-89213

Missing account-reaping cleanup leaves dead entries permanently occupying a

guardian's bounded index

Report ID #89213
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

[N CEXNRIRIQIVEISS TR A =TS, the permissionless Nk IR iS the only extrinsic that writes
‘GuardianTndex_, a FONINENEE capped at 32, and it is append-only — no [REIty, [Raua Of exists:

When reaps an account it fires on_killed account'. However, the runtime's
‘frame_system: :Config' does not override S SRR I 0lskd, SO NO reversible-transfers cleanup runs on

reaping, and [ IgRAIN intentionally preserves the high-security status and guardian relationship.
An attacker funds 31 throwaway accounts, enrols each against a victim guardian to fill the index to 32/32,
then lets the guardian drain and reap them via [fSdJIgRIIIEE. The accounts die, but their and
entries persist as orphans occupying the slots forever. Any honest user who then
names that guardian receives and gets no protection, permanently. The only
remediation is a runtime upgrade adding the hook plus a storage migration. The attacker gains nothing and
can reduce cost to a few UNIT plus fees: griefing that permanently degrades the guardian feature for the

targeted address.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L394-L400
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/frame-system/src/lib.rs#L2470-L2474
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L102-L132
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L508-L513

@ Immunefi
IMM-BC-MED-89889

Permissionless vesting strands a schedule below the termination threshold,

blocking the treasury's clawback

Report ID #89889
Severity Medium
Category Blockchain/DLT
Asset https://gith om/immunefi-team/audit-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

's ‘claim’ accepts any signer for any schedule. For a non-final payout, ‘claim_plan' caps
the amount at [giEM IS NNk, guaranteeing the schedule keeps one minimum-sized total
remainder — but not that the already-vested and unpaid portion is either zero or at least .
However, ‘end_schedule’ rejects exactly that middle case:

When the uncapped candidate exceeds the cap by less than one minimum payout, the permissionless claim
succeeds and leaves a hon-zero sub-UiNIEWI vested remainder, so a schedule that was terminable
one instant earlier can no longer be ended. Any unrelated funded account can call at that point just
before the administrator's termination, permanently denying the treasury its clawback of the final unvested
tranche — bounded below one (0.99 QUAN at production values) regardless of schedule size
— and blocking termination until natural maturity, by which point the amount vests to the original
beneficiary instead of returning to the treasury. For a 100-QUAN one-year grant the block lasts about 3.6
days. The attacker needs one sighed extrinsic and gains nothing: griefing of the treasury's clawback path.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L331-L341
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L543-L551
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/vesting/src/lib.rs#L414-L421

@ Immunefi
IMM-BC-MED-89307

Sub-existential-deposit block fees are minted before the account-endowing reward
and diverted to the treasury

Report ID #89307
Severity Medium
Category Blockchain/DLT
Asset https://gith m/immunefi-team it-comp-quantus-chain
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

CEXRRAR N IR RN WET N states that 100% of transaction fees go to the block miner.In “on_finalize' it mints
the collected fees to the miner before the base reward:

‘mint_reward" credits the exact amount with , which fails with SEIXQUGHEUNY When the credit
would leave a not-yet-existing account below the existential deposit. However, on the block a fresh miner
first wins, its author address has no prior balance, so a sub-existential-deposit fee total fails on this first
credit and the error arm redirects the fee to the treasury and records a wormhole proof crediting the
treasury. The base reward on the very next line then creates the account, but the fee is already gone;
was cleared at the top of the hook and no retry path returns it. An attacker forces this on
demand: a post-dispatch extrinsic collapses the charged fee to a sub-ED tip, so targeting each
new miner's first block denies it fee revenue at a cost of only the tip. No attacker profit, permanent loss to
the miner: griefing.

66 Immunefi Audit Competition Immunefi / Quantus


https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L192-L196
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L228-L261

@ Immunefi
IMM-BC-LOW-88568

Transaction payment weight omits the custom fee collector's storage access,

undercharging every paid extrinsic

Report ID #88568

Severity Low

Category Blockchain/DLT

Asset https: ith om/immunefi-team/audit-comp- ntus-chain

Impact Inaccuracies to the weight (similar to gas) accounting system that under or
overcharge by less than 50% of the correct amount (and are not intentional
as indicated by the program's terms

Description

The runtime binds transaction payment to a custom fee handler and, in the same configuration block,
selects a generic upstream benchmark for that extension at configs/mod. rs#L.477-1490. That benchmark,
weights.rs#L.81-190, declares storage N IRV CSRIM"ERD! only. Every paid signed extrinsic, however,

also runs IEREEE ST EIRad]s, Which mutates MBI IFNN and reads it back for the [F e INETAR=l|

event at src/lib.rs#1.210-1218; that additional unique key appears nowhere in the declared weight. Under
(configs/mod.rsi#L124) the omission is a fixed 125,000,000 ps. Against the 622,787,000 ps
the runtime declares for a minimal signed , measured by the report's production-runtime
test, the payer and the block meter are undercharged by 16.7160% — an inaccuracy in the weight

accounting system of less than 50% of the correct amount.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L477-L490
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/transaction-payment/src/weights.rs#L81-L90
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/mining-rewards/src/lib.rs#L210-L218
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L124

@ Immunefi
IMM-BC-LOW-89098

has no IR EIF-HEICIANL: arm, so wrapped transfers carry zero
proof-recording weight

Report ID #89098

Severity Low

Category Blockchain/DLT

Asset https: ith m/immunefi-team it-comp- ntus-chain

Impact Inaccuracies to the weight (similar to gas) accounting system that under or
overcharge by more than 50% of the correct amount (and are not intentional
as indicated by the program's terms)

Description

(oY gl TN NIl oot i {=lele Y e S P ERTa I Ho)g] Prices proof recording statically, per transfer, and derives the count by
walking the submitted call in (transaction extensions.rs#l217-1232).

carries only [QIVIRSEEIE-a-Te[s [T o oY MEReD] aNd reads its payload from storage, so the walker cannot see
the inner transfers: the call falls through to at #1.293 and [I3E(I4@)] returns [[E{i4EFLIL]O)
(#L414-1421). The dispatch records a leaf for every inner transfer anyway, and the shortfall reaches the block

only afterwards through [geRIA =0 S &= I L3R AV TGl (£L.508-1.517), on a path the runtime itself marks

"not fee-charged" (#L475-1L477). The fee never recovers it. By the report's arithmetic over the cited constants,

an ordinary one-transfer multisig payment collects 0.46 ms against a correct 5.34 ms, 91% of the charge
missing, and the same transfers submitted as a [[isRERAEREIdelr pay in full.

Severity note. The behaviour is deliberate and documented in the source: the comment above the match
names as a wrapper whose inner call cannot be counted statically and states that its
proof-recording work is reconciled in [JXIMIRI LYt Block-capacity accounting therefore stays sound, and

the weight-inaccuracy impact is qualified on the shortfall not being intentional.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L217-L232
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L293
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L414-L421
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L508-L517
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/transaction_extensions.rs#L475-L477

@ Immunefi
IMM-BC-LOW-90448

weight counts pending transfers but not the scheduler-agenda
density its cancellations pay for

Report ID #90448

Severity Low

Category Blockchain/DLT

Asset https: ith om/immunefi-team/audit-comp- ntus-chain

Impact Inaccuracies to the weight (similar to gas) accounting system that under or
overcharge by less than 50% of the correct amount (and are not intentional
as indicated by the program's terms

Description

VIS I AN IR IR s derives its post-dispatch weight from a single runtime parameter,

, the number of the sender's pending transfers (src/1ib. rs#L553, returned at #L633). The
expensive part of each iteration, [ VIR ILIMENLT (#L583), instead scales with how many tasks

share the target agenda key; the benchmark advances a block between every schedule to keep agendas at
one entry (benchmarking. rs#L231-1236), so the constants at weights.rs#L326-L335 carry a per-transfer term

and no per-agenda term. Scheduling in one block clusters every transfer under one key, and the PoC
reports byte-identical for eight keys and for one. Its micro-measurement fits 807 ns per extra
agenda entry, which at the cap of 40 entries undercharges by 5.94% of the amount
charged per transfer.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L553
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L633
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/lib.rs#L583
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/benchmarking.rs#L231-L236
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/reversible-transfers/src/weights.rs#L326-L335

@ Immunefi
IMM-BC-LOW-90496

Unreserved tips let one account fill a node's future queue and evict every

lower-priority transaction

Report ID #90496
Severity Low
Category Blockchain/DLT
Asset
Impact Griefing (e.g. no profit motive for an attacker, but damage to the users or the
protocol)
Description

OUETE-CANEU IR L ULV I SRREIR R EYL= computes a transaction's pool priority from its tip after checking only

that the signer could withdraw once; the withdrawal itself happens later, in
(src/lib.rs#L.1019-L1045). A nonce-gap transaction never reaches , so one unchanged balance

backs an advertised tip on every entry a signer places in the future queue, whose default capacity is one
tenth of the 36,772-transaction pool limit (builder.rs#L71-L81). Quantus evicts the lowest-priority future

entry first (base_pool . rs#L530-L565). The runtime PoC signs all 3,677 transactions needed to fill that queue

at a 500-QUAN tip each from one 1,000-QUAN account whose nonce and balance are unchanged
afterwards; the pool test then shows a lower-priority victim returned Il FEIRANDIZIII=tel and banned
(validated_pool. rs#L.296-1329), for the default 30 minutes.

Severity note. Several boundaries stated in the report limit the denial: ready transactions are unaffected, each
node must be reached directly, an operator can clear the pool, and the control test in the same PoC shows
that a later transaction matching the attacker's priority displaces it. The denial therefore reaches only strictly

lower-priority future entries on nodes the attacker submits to.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/transaction-payment/src/lib.rs#L1019-L1045
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/builder.rs#L71-L81
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/graph/base_pool.rs#L530-L565
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/transaction-pool/src/graph/validated_pool.rs#L296-L329

@ Immunefi
IMM-BC-LOW-88830

Private-batch circuit does not bind a real positive-value output to a non-zero exit

account

Report ID #88830

Severity Low

Category Blockchain/DLT

Asset

Impact Modification of transaction fees outside of design parameters
Description

The project's own specification records that are unconstrained at the leaf and that the
binding obligation lives in the private-batch relation (SPEC.md#L180-L184), and the leaf gadget itself adds no
constraints (substrate account.rs#L144-1150). At the private-batch layer, the gadget masks a dummy
child's exit and amount to zero and then groups slots by exit account, but for a real child is false
and SRl is forwarded unchanged, with nothing requiring a non-zero exit when the amount is non-zero
(circuit_logic.rs#L329-1377). The researcher's executed test proves a real leaf with
and a zero exit account, aggregates it, and verifies the aggregated proof, which exposes
. A positive-value output therefore reaches the settlement layer inside a valid proof,
bound to the canonical destination the circuit otherwise reserves for unused slots.
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https://github.com/immunefi-team/audit-comp-quantus-qp-zk-circuits/tree/2a6914ed0184fbc0aaf621801ac8b8b7e3b01f6e
https://github.com/immunefi-team/audit-comp-quantus-qp-zk-circuits/blob/2a6914ed0184fbc0aaf621801ac8b8b7e3b01f6e/formal/SPEC.md#L180-L184
https://github.com/immunefi-team/audit-comp-quantus-qp-zk-circuits/blob/2a6914ed0184fbc0aaf621801ac8b8b7e3b01f6e/wormhole/circuit/src/substrate_account.rs#L144-L150
https://github.com/immunefi-team/audit-comp-quantus-qp-zk-circuits/blob/2a6914ed0184fbc0aaf621801ac8b8b7e3b01f6e/wormhole/aggregator/src/private_batch/circuit/circuit_logic.rs#L329-L377

@ Immunefi
IMM-BC-LOW-89077

Genesis wormhole leaves record [ =1 EYENIE, SO reserved funds are represented

as exitable value

Report ID #89077

Severity Low

Category Blockchain/DLT

Asset

Impact Inflation bugs (unauthorized minting)
Description

At block one, [sEIRRVIgIIleIR='S walks every account and records a ZK leaf for each non-zero
balance, so that the wormhole tree opens with a leaf representing each account's value. The amount it

records is (MU aR NSRRI I EIENIe: (src/1ib . rs#l 478-1488), which includes reserved and locked funds,
while an exit is credited with [ EVERL BB Aa-E LM EIENI: (.828-1.832) as free balance, without reducing

or unlocking the reserve on the source account. The leaf therefore represents more value than the account

can spend. Where such a leaf is spendable, the reserve stays held on the original account while an
equivalent amount of free balance is minted to the exit account, and every economic lock counted in

reserved balance is bypassed for the value that left through the wormhole.

Severity note. The researcher's own follow-up narrows the exploitability: a leaf can only be spent by the holder
of the secret behind a wormhole deposit address, so leaves recorded for ordinary genesis accounts are
permanently un-nullifiable and no minting path exists on the chain as configured. What is confirmed today is
the un-nullifiable-leaf state bloat and a latent flaw that a genesis preset allocating reserved balances to
secret-controlled deposit addresses would activate. Neither unauthorized minting nor direct loss of funds is

reached on the current configuration.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L478-L488
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/wormhole/src/lib.rs#L828-L832

@ Immunefi
IMM-BC-LOW-89310

Asymmetric difficulty retarget lets an author-supplied timestamp book a deficit later

blocks cannot repay

Report ID #89310

Severity Low

Category Blockchain/DLT

Asset https://gith m/immunefi-team it-comp-quantus-chain

Impact A bug in the respective layer 0/1/2 network code that results in unintended
smart contract behavior with no concrete funds at direct risk

Description

O[T R INIE -I ER R RV retargets from a single block-to-block timestamp delta, documenting zones in
which a fast block raises difficulty by 1/2048 and a block between one and two divisors leaves it

unchanged. The move is asymmetric: iER(GREERST IR -l 1 gD reaches -99 downward but is capped at +1
upward (src/lib.rs#L230-L232), the delta is the author's own timestamp minus the previous author's, the

inherent accepts 30,000 ms of future drift (src/1ib. rs#L306-1321), and that inflated timestamp becomes

the next baseline (src/lib.rs#L176). One drifted block takes -4 while the squeezed blocks that follow
return +1 each. The PoC folds 4,000,000 down to 3,998,038 over 48,000 ms of wall clock that four honest
12,000 ms blocks leave unchanged, and 100 cycles reach 3,808,556. The pallet has no

cumulative-elapsed-time or median-timestamp check, so the deficit compounds, raising the block rate and

pulling forward the per-block emission and every block-counted governance and vesting deadline.

Severity note. The magnitude the report establishes is small and slow: one cycle books a 1,962 deficit against
a 4,000,000 difficulty, and the decay accrues only for as long as the attacker keeps winning and authoring
blocks. The retarget also floors the author-supplied delta at so an implausibly
small timestamp cannot steer it further.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/qpow/src/lib.rs#L230-L232
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/timestamp/src/lib.rs#L306-L321
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/qpow/src/lib.rs#L176

@ Immunefi

IMM-BC-INSIGHT-88243
validates only the coin type and the crate exports no path
constructor
Report ID #88243
Category Blockchain/DLT
Asset udit-comp-ready/hdual let
Impact —
Description

accepts any depth and any arrangement of a derivation path's segments, requiring
only that segment 2 is the wormhole chain ID (src/1ib. rs#L.421-1427), and the crate exports the coin-type
constants with no path constructor beside them (#L85-1.88). Each consumer therefore invents its own layout:
the node CLI varies the account segment and the mobile SDK varies the address-index segment, so the two

derive unrelated wormhole keys for the same mnemonic at every index except O.
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https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/94dfe6e671b29689c66148991630406e983e2457/hdwallet
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/tree/94dfe6e671b29689c66148991630406e983e2457/hdwallet
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/blob/94dfe6e671b29689c66148991630406e983e2457/hdwallet/src/lib.rs#L421-L427
https://github.com/immunefi-team/audit-comp-quantus-qp-rusty-crystals/blob/94dfe6e671b29689c66148991630406e983e2457/hdwallet/src/lib.rs#L85-L88

@ Immunefi
IMM-BC-INSIGHT-88290

is derived from the sender's raw protobuf bytes rather than from the decoded

public key
Report ID #88290
Category Blockchain/DLT
Asset = = = =
Impact —

Description

CEICIC N IV R gl hands one isfak®aY Slice to two consumers with different semantics:

RemotePublicKey: : from_protobuf_encodingfelslefele[-X-N|Mis]{e]¥]e]p and verifies the signature against the

decoded key, while I BERAg T[] RNl ChMJgelaele i hashes the literal bytes received on the wire

(peer_id.rs#L68-L77). Because protobuf admits several wire encodings of one message, a single Dilithium

key vields several valid s, and the ban table keyed on (peerstore. rs#L.180-1182)

reads a re-encoded identity as a peer it has never seen.
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https://github.com/immunefi-team/audit-comp-quantus-chain/tree/3b243b870a5442a6e5f443056f67bbba87d472f5
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/litep2p/src/peer_id.rs#L68-L77
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/client/network/src/litep2p/peerstore.rs#L180-L182

@ Immunefi
Findings — Websites & Apps

IMM-WA-CRITICAL-89007

Lock screen leaves the underlying wallet in the accessibility tree, letting a bound

service sweep the wormhole balance

Report ID #89007

Category Websites & Apps

Asset

Impact Direct theft of user funds
Description

The mobile wallet gates use of the application behind a local-auth lock. watches the local-auth
state and, whenever the wallet is not authenticated, paints its lock screen in place of the wallet
(auth_wrapper.dart#L16-L21). The same design treats a fresh biometric as the precondition for acting on
funds: seven call sites across the send, multisig and settings flows call
before proceeding, and the lifecycle manager records that "the send, multisig and settings flows
authenticate through directly" (app_lifecycle_manager.dart#L111-L118). While the lock
screen is displayed, the wallet beneath it is meant to be inoperable.

mounts the lock as a plain sibling painted over the routed child:

builder: (context, child) {
return Stack(children: [child!, const AuthWrapper()]);

I
app.dart#1 48-150

The locked branch returns an ordinary opaque NeEY@iedls| (auth_wrapper.dart#L40-L42). It is not a pushed

route, so it never receives the [LLEIEEIGSTEIY that [{JeEINId: supplies, and (LEIEEId@EYy iS the widget that
wraps content in SR IIERIRRE. A search across [l iRNREIJAR and AN EEIRKN LTI VAR for
BlockSemanticsMExcludeSemanticsfAbsorbPointer|glgfsBModalBarrie rfEiigaNgloliglasle BRI GCERRS [ale] (=

sits in address input field.dart#L 46 and is unrelated.

An opaque sibling hides the screen underneath and absorbs pointer events, but it does not remove that
screen from the semantics tree, and accessibility actions reach a node's handler without passing through
pointer hit-testing. Every actionable control on the locked-out screen therefore stays reachable to a bound
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/auth/auth_wrapper.dart#L16-L21
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/app_lifecycle_manager.dart#L111-L118
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/app.dart#L48-L50
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/auth/auth_wrapper.dart#L40-L42
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/components/address_input_field.dart#L46

@ Immunefi

Android [N SRR NIa%Ees. One control left reachable is the mining-rewards redeem flow, and it is the
fund-moving path with no re-authentication on it: (redeem_address_screen.dart#182-1101) pushes

RedeemProgressScreenfWalells calls BREIQIOEMI@) (redeem_progress_screen.dart#L37-L41), which
derives the wormhole key pair and calls (#L43-166). None of the seven call
sites lies on that path, while its closest sibling, encrypted_send_strategy.dart#L137, spends the same

secret from the same pool and does demand a fresh biometric.

carries no amount parameter (wormhole_send_service.dart#L145-1152). BgVy{eAEFtyRel
enumerates every unspent transfer at the wormhole address and assigns each leaf's full net amount to the

single caller-supplied destination (#L.250-L281), bounded only by the check on the input
field (redeem_address_screen.dart#L67). The pool is wider than the "mining rewards" label suggests:
deriveWormholeKeyPai rjfelsizI8liERte] (hd_wallet service.dart#L72-L74) and

calls the same function on the same branch

(encrypted account service.dart#lL160-1162), so the rewards address is the encrypted account's external
index O, the first address the Receive screen shows. Malware holding only the Accessibility Service

permission drives the locked wallet, writes its own destination into the recipient field, and exits the whole
balance on chain in one irreversible step. This is direct theft of user funds.

Proof of Concept

1. A minimal Android [N FARRANIaATes declaring ERIREAg =Y ksl lNoealR=Tl is installed and bound

on the device; no root, no injected touch events and no physical access to the wallet are needed.

2. The wallet is cold-started and settles into its locked state, with [XNidligEldEs painting "Authorization
required" over the wallet screen.

3. With the service disabled, a pointer tap at the covered control's coordinates fires no handler: the
overlay absorbs touch, so the lock holds against an ordinary user.

4, With the service bound, the accessibility tree published while the lock screen is up still lists the
underlying wallet's controls as clickable and enabled, including controls carrying no semantics label,
which are reachable by index.

5. succeeds against the destination field while the app reports itself locked, writing an
attacker-chosen SS58 address into the redeem recipient input.

6. [NapfMem{eY on the redeem control returns true and the application's own fund-moving handler
executes while I AREIINE is still asserted; the state persists for more than ten minutes with no
timing window to win and no user interaction.

7. The identical widget tree with wrapping the overlay removes the node from the
semantics tree, so the harness separates a vulnerable build from a fixed one.
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https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/settings/redeem_address_screen.dart#L82-L101
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/settings/redeem_progress_screen.dart#L37-L41
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/settings/redeem_progress_screen.dart#L43-L66
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/encrypted_send_strategy.dart#L137
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_send_service.dart#L145-L152
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_send_service.dart#L250-L281
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/settings/redeem_address_screen.dart#L67
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/hd_wallet_service.dart#L72-L74
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/encrypted_account_service.dart#L160-L162

@ Immunefi
IMM-WA-CRITICAL-88730

Generated J[VIRSV-X ISR [ codec consumes a compact integer the runtime
does not, hiding in a multisig proposal

Report ID #88730
Category Websites & Apps
Asset https://github
dy/quantus_sdk
Impact Direct theft of user funds
Description

The multisig approval flow is built to bind a co-signer's approval to the exact call the chain will execute.

TN RSN -a =T NP A R O I FIA[OEYRDEY R replaces indexer-supplied call data with the authoritative bytes
from storage, "so browsing surfaces (proposal rows, detail sheet) show what the chain
will execute" (nultisig_service.dart#L293-L326). The confirmation sheet decodes those bytes with
(multisig action confirm sheet.dart#L183-1195)and renders the tree through
(#.353-1.389), and the approve path resubmits those same bytes for the chain's
byte-for-byte comparison (nultisig approve confirm sheet.dart#l 38-153). The property this is meant to

deliver is that the call tree a signer reviews is the call tree the runtime dispatches for those bytes.

The runtime instantiates its address type with a unit index, [oJiloERaol=i-Ye [ IRFITEN (VIR S Y-Yo e [o-TI IV Yelol oIV A N B
(src/lib. rs#L.135), and looks accounts up through [XelelelVgiaKe[KelolV[eiSSI-NN iy Yol oo V]sy i Ke @24

(configs/mod. rs#L113). For that instantiation (RIREVNIaSFERRI [P 44@®D) cncodes as its variant byte alone and
consumes no value bytes. The generated Dart codec defines the same variant over and decodes it as

a compact integer:

class Index extends MultiAddress {
const Index(this.valued);

factory Index._decode(_i1.Input input) {
return Index(_i1.CompactBigIntCodec.codec.decode(input));

}

/// AccountIndex
final BigInt value®;

multi_address.dart#L152-L160

The two schemas therefore disagree on how many bytes an address occupies, and nested SCALE
s carry no length prefix, so that disagreement moves the call boundary instead of producing a
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L293-L326
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L183-L195
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L353-L389
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_approve_confirm_sheet.dart#L38-L53
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L135
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/configs/mod.rs#L113
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/generated/planck/types/sp_runtime/multiaddress/multi_address.dart#L152-L160

@ Immunefi

decode error. One byte string is a complete, canonical call under both schemas with different structure and

different semantics:

Offset Bytes

0-1 09 06 Utility.if_else Utility.if_else

2-4 0d 00 01 TechCollective.add_membe same call,variant
r(Index(()))

5-6 09 04 fallback Compact (258) EERUEI ndex|

Utility.force_batch value

7-8 14 02 length 5, first child Wormhole.verify_private_]

pallet batch

Runtime reads Application reads

9-267 + 257 force_unreservefilely compact length 257 and
NS = and three one opaque proof vector

remarks

Both decoders consume exactly 268 bytes, so trailing-byte and exact-fit checks do not detect the payload.
A signer below the threshold proposes it; the honest co-signer's client fetches the authoritative bytes and

(S i f_else(add_member(Account index 258), Wormhole.verify_private_batch(257 opaque bytes))
with no , no , no destination and no address-typed field. The chain's byte-equality
check (src/lib.rs#l.779-1782) passes because nothing was altered. At execution the runtime decodes the

stored bytes with its own schema and dispatches them as the multisig account (#L1123-L1156): the
privileged main branch fails under the signed multisig origin, so dispatches the fallback
(src/lib.rs#.568-1636), and records the deliberately failing first child and continues with the
rest (#L.451-1509), executing FE IR I e IC T I PR Binding approval to authoritative
bytes does not bind approval to the semantics shown to the signer, and the remaining honest signature is
defeated. The PoC drains , the 2-of-2 multisig's full transferable balance, to the attacker key.
This is direct theft of user funds.

Proof of Concept

1. A 2-of-2 multisig is created from real ML-DSA-65 keys and funded with [ILIEERYNINL; the attacker
holds one of the two signer keys and cannot move the funds alone.

2. The attacker builds the 268-byte call whose (TIRS¥XILFITFRBEII field lands on the schema
disagreement, naming an attacker-controlled account as the hidden [HEISTIg=18 destination, and

submits it through UIIRSESE:elgelelo}=.

3. The bytes read back from (VIR EFF- @A I IR are asserted byte-identical to the submitted payload.

4. The production Dart decoder used by the mobile proposal model is fed those exact bytes and yields

[if_else, add_member, verify_private_batch]RWiliaRledtransfer_allMaledforce_batchNple]

label and no address-typed value.
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https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L779-L782
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L1123-L1156
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/utility/src/lib.rs#L568-L636
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/utility/src/lib.rs#L451-L509

@ Immunefi

5. The honest signer approves with those same bytes; the chain's byte-equality check passes and the
proposal reaches its 2-of-2 threshold.

6. The attacker calls , and the runtime decodes its own transfer_all tree
and dispatches it as the multisig account.

7. The multisig's free balance is zero and the attacker's balance is [ILLEEBUNMNI; the same bytes run
through the full signed-extrinsic pipeline, including signature validation and every transaction
extension, produce the same transfer.
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@ Immunefi
IMM-WA-CRITICAL-89999

Multisig discovery stores the indexer-supplied address without recomputing the
derivation, letting a hostile indexer substitute the account

Report ID #89999
Category Websites & Apps
Asset https://github

dy/guant&s sdk

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

A Quantus multisig's on-chain address is fully determined by its signers, threshold and nonce, and the SDK

ships that derivation. [Jgl Xl IR SEFF- @=L [eIgsFt cOmputes the address as [EH ¢ EIN s Il
IRl R I S AR g e e IR AT aTes®) (multisig. rs#L27-148), and a golden-vector test pins signers
ENl5FHn el BOIES IR NOR (oY 7k vQ2 YBa 7R v YKNCXx Jw7h JZPBS i 6G2ZXXGN2 FN6DAdaH5HJ

(#L75-1L91). Dart reaches it through [(S ISR I aVA AT I R =1e hRehu (VN R RFH=9-Yo [e[=FF

(multisig_service.dart#L73-L81). On the create path the wallet never trusts an externally supplied address:

IR TIRSRS RS -E MR =T N computes it itself for each candidate nonce (#L87-1113, at #L105).

Discovery takes the other route. posts the discovery query and reads each record's
address straight out of [gXIxsIIET RN (i 44-1 68, at #L.57), then hands the record to the mapper that builds the
local account:

static MultisigAccount multisigAccountFromIndexerRecord(
Map<String, dynamic> record, {
required String myMemberAccountId,
required String name,
1) A
final address = stringFromJson(record['id']);
final creator = nestedAccountId(record['creator']);
final signers = nonEmptyStringlListFromJson(record['signers'], 'signers');
final threshold = multisigThresholdFromJson(record['threshold'], signerCount: signers.length);

multisig service.dart#L163-L183

The mapper reads the signers, the threshold and the nonce out of the same record — every input

Y =Ye ENA VIVARREIR-I e [e[=IYS requires — and stores [gle ] IIEYMN verbatim as the account's identity. It never
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/rust/src/api/multisig.rs#L27-L48
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/rust/src/api/multisig.rs#L75-L91
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L73-L81
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L87-L113
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L105
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L44-L68
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L57
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L163-L183

@ Immunefi

calls the derivation, and no other point on the discovery path compares the reported address against it. The
wallet authenticates the address it creates and accepts on trust the address it discovers, using the same
data and the same primitive it already holds.

The accepted address then becomes the multisig throughout the application. persists the
discovered account (discover_multisig_screen.dart#L26-L46) through the accounts provider's M (#L35)
EWtelsettingsService. addMultisigAccoun VISR TR

(settings_service.dart#l 269-1276); the screen displays it to the user as the multisig's address (#L217); and
the approve, execute and cancel confirmation sheets all key on

(multisig approve _confirm_sheet.dart#L29 multisig execute_confirm_sheet.dart#L23,

multisig_cancel_confirm_sheet.dart#L25). An attacker controlling the discovery indexer or its responses

returns a record that lists the victim among the signers, so it reads as the user's own multisig, while the
address field names an ordinary account the attacker holds. The signer list and threshold rendered in the
interface are attacker-supplied display values; the address is the only field that decides where value settles,
and the multiple-approval protection the interface implies does not constrain that account, because it is not
a multisig. Deposits the user makes to their shared account, and funds a counterparty sends after the user
shares the address, go to the attacker, and nothing in the wallet surfaces the discrepancy. The endpoint is
served over HTTPS, so the precondition is indexer compromise rather than passive network interception.
This is a malicious interaction with an already-connected wallet in which an attacker-controlled address is
substituted for the user's multisig.

Proof of Concept

1. A loopback HTTP server stands in for the discovery indexer and answers the wallet's discovery query
with one record whose signers include the victim, whose threshold is 2 and whose nonce is set, and
whose address field holds an attacker-selected valid address that those inputs do not derive to.

2. The wallet's discovery endpoint is pointed at the loopback server; all network handling, parsing and
account construction remain the wallet's own code, and only the server response is controlled.

3. is called for the victim, and the test asserts the wallet posted its real discover query
by checking the request method and the query body.

4. Discovery returns the record successfully, without rejecting it.

5. The returned account's address is sr4S U EI NV NV I I ENA WD VAR ENVEVA LIRS, the
attacker-selected value, and not the derived address for the same signers, threshold and nonce.

6. The derived control address S PAGEUNRR (GO SOV WAL IS T Fra (e WA DL EG N is established
independently by the wallet's own Rust test [oJg=lehReyaili [THAEEHN-S=1o o [T IR =(o N Ko [ WAV YeauleTa.

7. A control case runs an honest record through the same flow and it is returned the same way, so the
attack case is not accepted by accident.
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https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/discover_multisig_screen.dart#L26-L46
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/discover_multisig_screen.dart#L35
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/settings_service.dart#L269-L276
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/discover_multisig_screen.dart#L217
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_approve_confirm_sheet.dart#L29
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_execute_confirm_sheet.dart#L23
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_cancel_confirm_sheet.dart#L25

@ Immunefi
IMM-WA-CRITICAL-89802

Mobile signing path never validates the endpoint-supplied genesis hash, so a
malicious RPC binds signatures to another chain

Report ID #89802
Category Websites & Apps
Asset https://github

dy/guant&s sdk

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

The genesis hash, spec version and transaction version are signed parameters: they bind a signature to one
chain and one runtime. The SDK knows which chains it is willing to sign for. lists Planck and

Heisenberg by genesis hash under the comment "A payload whose genesis hash is not listed here is

rejected" (quantus payload parser.dart#l 34-139), and OVERIAU VAT TR MY EEVAREY| enforces it,
throwing on any genesis hash absent from the map (#L140-1L143). The cold wallet runs that check before it

will display or sign anything (sign_transaction_screen.dart#L44-L52).

The mobile sighing path does not go through the parser. i a It = ARl DA BRI RGEVALET| issues five

concurrent RPC requests, BEMINUEIRLERSY among them (substrate_service.dart#L213-L224), and
ECHURIIFIR I ENY asks the same endpoint that will receive the transaction and returns whatever it answers:

Future<dynamic> _getGenesisHash() async {
final result = await _rpcEndpointService.rpcTask((uri) async {
final provider = Provider.fromUri(uri);

return await provider.send('chain_getBlockHash', [@]);
1)
return result.result.replaceAll('Ox', '');
}
. #1365-137

That value, with the endpoint's and , goes straight into the FE{EEGENTET
(#L226-1L239) and the payload is signed at #L255. AUl IR RE AR R EVARED| repeats the pattern
(#L289-1.317).

Nothing between the RPC response and the signature compares any of the three fields against a locally

held chain identity. A1 N Elad contains no reference to [ EIA 1SS, [EIgII=NaReEYe OF
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/quantus_payload_parser.dart#L34-L39
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/quantus_payload_parser.dart#L140-L143
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/cold-wallet-app/lib/screens/sign_transaction_screen.dart#L44-L52
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/substrate_service.dart#L213-L224
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/substrate_service.dart#L365-L371
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/substrate_service.dart#L226-L239
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/substrate_service.dart#L255
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/substrate_service.dart#L289-L317

@ Immunefi

: the whitelist ships in the same package and is reached only from the cold-wallet
screen. The correct chain is known at build time — is hardcoded to three Planck
hosts (app_constants.dart#L14-L19) and [JiledeNJIQTIgHe]y and are pinned
constants (#L64-165) — and the wallet still signs whatever the endpoint declares.

An attacker controlling one of the three configured endpoints answers with using
Heisenberg's genesis hash in place of Planck's , and answers

with Heisenberg's spec and transaction versions to match, proxying every other
reguest to a genuine node so the wallet behaves normally in all other respects. The user's ML-DSA key then
signs a transaction bound to Heisenberg. The send review screen shows recipient, amount, fee and total
(encrypted_send_strategy.dart#L104-L114) and never names the chain, so the user approves an

ordinary-looking transfer. The attacker withholds the extrinsic from Planck and submits it to Heisenberg,
which accepts it because the signature commits to Heisenberg's genesis hash and runtime versions. One
seed derives the same address on every Quantus network, so the account debited is the user's own, on a
network they never selected, and the transfer they authorised never occurs. Every transaction signhed
through is affected; the cold-wallet path is not. All endpoints are HTTPS, so the
precondition is endpoint compromise rather than network interception. This is a malicious interaction with
an already-connected wallet that submits a malicious transaction.

Proof of Concept

1. The attacker controls one of the three hardcoded RPC endpoints and proxies all but two requests to a

genuine Planck node, so the wallet behaves normally in every other respect.

2. The user initiates a transfer, and [{APIASMIRLEVALEY fires its five concurrent requests, including
getRuntimeVersionfElglell getGenesisHashl

3. The attacker answers [JiEM =010 GEF MK With Heisenberg's genesis hash instead of Planck's,
and with Heisenberg's spec and transaction versions.
4. RIS EN strips the (4 prefix and returns the attacker's value with no comparison; neither

nor EIEELENIKEND is reached anywhere on this path.

5. The attacker's genesis hash, spec version and transaction version are placed into the ¥{gilEVATEL!
unchanged, and the payload is signed with the user's ML-DSA key.

6. The confirmation screen shows only the amount and recipient, never the chain, so the user approves.

7. The attacker withholds the extrinsic from Planck and submits it to Heisenberg, which accepts it; the

user's Heisenberg account is debited and the Planck transfer never occurs.
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https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/constants/app_constants.dart#L14-L19
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/constants/app_constants.dart#L64-L65
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/encrypted_send_strategy.dart#L104-L114

@ Immunefi
IMM-WA-HIGH-88348

decoding describes its primary branch twice, letting a 213-byte
proposal freeze the wallet Ul isolate

Report ID #88348
Severity High
Category Websites & Apps
Asset //g]
dy/mobile-app
Impact Taking down the application/website
Description

turns the SCALE-encoded inner call of a multisig proposal into a display tree so that a signer
sees every parameter before approving. Its doc comment sets the contract at call decoder.dart#l 48-160":
an exact byte fit, then a walk visiting each node once. Four of the five recursive wrappers in the
file honour that walk, hoisting the recursive result into a local and reusing it. The arm does

not.

SIS UEIQED) runs once at “call_decoder.dart#L577" to build the field and again at gjigy to
produce . The same operand, with its entire descendant subtree, is therefore rebuilt at every level:

the recurrence NO)ISFARNGERPIER, resolves to , while the encoded call grows by five bytes per

level. At depth 42 the call is 213 bytes with 85 runtime nodes and requires 13,194,139,533,310
invocations; the runtime regression proposes those exact bytes into an ordinary 2-of-2 multisig, which
stores them with status at 2.080% of .

The application reaches that conversion with no user action beyond launching.
“home_screen.dart#1.219-1226" mounts whenever the active account is a multisig,
and ‘multisig service.dart#L226-L232" routes every open row through , which reads
on the authoritative storage bytes, synchronously, on the isolate that draws the interface. The

active account is persisted and reloaded at launch, so a force-close and relaunch re-enters the same
conversion. One valid, cheap, stored proposal is therefore enough to stop the wallet servicing frames or

input, taking down the application/website.

Severity note. The project confirmed the duplicate traversal and the exponential expansion as a real defect,
but assessed the outcome as a frozen or restarted wallet with no funds at risk. It also noted that the proposal
can only come from an existing signer of a multisig the affected user already tracks, that multisig accounts
are reached through an advanced menu, and that none of the project's own tools construct an

payload.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/chain/call_decoder.dart#L48-L60
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/chain/call_decoder.dart#L572-L581
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/home/home_screen.dart#L219-L226
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L226-L232

@ Immunefi
IMM-WA-HIGH-88483

Approve sheet signs multisig bytes it failed to decode, showing amount zero and an

empty destination

Report ID #88483
Severity High
Category Websites & Apps

Asset //g]
dy/mobile-app
Impact Direct theft of user funds
Description

The multisig pallet binds an approval to exact bytes — rejects anything that is not byte-equal to the
stored payload (src/lib.rs#L.779-1781") — so that signers "can decode and inspect what they are signing

instead of trusting an opaque proposal id" ((#L722-1726 ). The mobile approve sheet exists to perform that

inspection.

Two decoders disagree about the same blob. The pallet validates the inner call with NEgaes, not NN,
at both _propose#L.599-L600" and _execute#L1125-L1126", 0 a trailing is ignored while the full

, padding included, is stored. The SDK decoder is strict: @ERIoole Yl [eolole EVAR throws a

FIIEY ST o RRelsl ON any remainder, pinned by the unit test at “call decoder_test.dart#1.292-1297".

The application takes the wrong side of that disagreement. treats a decode failure as
"not a transfer" rather than as a refusal to sign: catches the exception and returns null, so a
correct indexer amount is overwritten with @ and an empty recipient. The confirm sheet's gate is
_submitting || _loadingCallBytes || _callBytesFailedielglel is set only when the RPC
byte load throws, never on a decode throw, so Approve stays enabled

(multisig _action_confirm_sheet.dart#L185-L195", "#L361-1L362").

A clean EYERRAEU TR LI By encodes to 43 bytes; the same encode plus one is 44 bytes

and still prefix-decodes to the attacker as destination and the full vault as value. The victim sees amount O

with no destination, approves, and the app resubmits the stored 44 bytes; the threshold is met and the
attacker executes. On a local run against the production EIE I aNas the vault fell from 1000 UNIT to O
and the attacker netted +998.98 UNIT. This is direct theft of user funds from every non-high-security
multisig with threshold at least 2 whose remaining signer uses the official approve sheet.

Severity note. Both declared impacts are Critical. The drain is not unilateral: it completes only once the honest

signer approves through the ordinary confirmation flow, which bounds the finding below the Critical class.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L779-L781
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L722-L726
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L599-L600
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/multisig/src/lib.rs#L1125-L1126
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/test/chain/call_decoder_test.dart#L292-L297
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L185-L195
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L361-L362

@ Immunefi
IMM-WA-HIGH-90460

Quantus POS latches on a pre-execution pool notification the
payer can still replace

Report ID #90460

Severity High

Category Websites & Apps
Asset https: ith

dy/mobile—agg

Impact Merchant POS irreversibly reports an invoice paid after the payer replaces it
before execution, enabling goods or services to be released without

payment

Description

is the merchant-facing checkout: it renders a payment QR for a fixed invoice amount and must
not report payment until that invoice transfer actually pays. The repository documentation states the

integration rule directly — is not a confirmation.

IBUEIA N Ee) opens a WebSocket [SUEIAIIREIR: b e[ subscription and forwards every matching

notification to its callback (_tx_watch_service.dart#L57-L65"). The node emits that notification

when a transaction enters the ready pool, before execution or finality, and it carries no inclusion,
dispatch-success or finality field. The POS callback validates nothing else:

It then latches MEMIERNTIMEIRS drives the app-bar title to U IRLENINEILINTs| and

swaps the bottom controls for and \ETHWEIRE ((pos qr screen.dart#L173", GANKE).

That latch is assigned once and never cleared. The screen registers the transfer with the
pending-transaction poller but passes it no callback able to reset the state, and subscribes to no
replacement, failure or finality status, so nothing in the screen can withdraw the success it has already
reported. The paid branch also calls at without returning it, leaving the QR
body on screen; that rendering defect does not undo the paid state, because the title, the completion
controls and the cancelled timeout all still change.

The payer therefore signs an ordinary invoice transfer with nonce @ and no tip, submits it through the normal
external path, and waits for the merchant's POS to display . Before inclusion, the payer
submits a different signed transfer with the same signer and nonce and a higher tip. Runtime validation
gives both the same pool dependency tag and the replacement the higher priority, so the production pool
emits , removes the invoice and retains only the replacement. No miner, validator, RPC compromise,
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/services/tx_watch_service.dart#L57-L65
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/pos/pos_qr_screen.dart#L172-L189

@ Immunefi

reorg, privileged role or invalid transaction is involved — both are real ML-DSA-65-signed extrinsics

submitted as EUEEIAS IR NN eaEl. The POS remains in the paid state permanently, so a merchant
relying on the first-party screen releases goods or services for an invoice that will never execute, and the

loss scales with the invoice value accepted.
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@ Immunefi
IMM-WA-HIGH-89806

SDK decoder lacks the chain's Vesting index, leaving an undecodable
multisig approval enabled

Report ID #89806

Severity High

Category Websites & Apps
Asset https://gith

dy/mobile—agg .

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

An actionable multisig review must decode every nested authoritative call before the signer commits; the
SDK's own note requires that signers "warn loudly rather than present a decode they cannot vouch for"
(" app_constants.dart#L60-L65").

The frozen chain registers at pallet index 22 (src/1lib. rs#1.286-1.287"), and the SDK's
generated IR TECEIRIE M Eelels [5 has no case for it. Any canonical call containing Vesting therefore

throws: [(VIRSESIR- I I LY [T Xs [6ENRM) Catches the exception and returns null

(multisig proposal.dart#268-1274"), and IGRAOISIEIIEINDELE clears the recipient and amount.

The confirmation screen never converts that semantic failure into a blocking state: its gate is [JJd LR

_submitting || _loadingCallBytes || _callBytesFailedRelglell callBytesFailediERIIReal\VAISRGLE
around the byte loader (multisig_action_confirm_sheet.dart#L158-1181"), so successful retrieval of bytes

that cannot be reviewed is treated as sufficient to sign.

AW AR\ -Yer-Iplolalle-WMUt i 1ity . force_batch([Vesting.claim(u64: :MAX), Balances.transfer_all(attacker,
CECIEINAZND)] is accepted and stored by an ordinary non-high-security 2-of-2 multisig. The victim's sheet
fails to decode those bytes and renders only the opaque top-level text — the
attacker address, the amount and both nested calls are absent, and no decode warning is shown.
remains enabled, the resubmitted bytes match storage exactly, and approvals reach 2 of 2. On

execution continues past the failing and moves 999.999 QUAN of

a 1,000 QUAN multisig to the attacker. This is a malicious interaction with an already-connected wallet.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/constants/app_constants.dart#L60-L65
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/runtime/src/lib.rs#L283-L287
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/models/multisig_proposal.dart#L268-L274
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L158-L181

@ Immunefi
Severity note. Both declared impacts are Critical. The report's own stated limit is that the victim's approval is

required to cross a genuine threshold, and that the screen shows an opaque wrapper with missing children

rather than a benign decoy recipient or a decoded safe transfer.
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@ Immunefi
IMM-WA-HIGH-89095

Android recovery-phrase clipboard expiry relies on an in-process timer that dies with

the app
Report ID #89095
Severity High
Category Websites & Apps
Asset https: ith
dy/mobile-app
Impact Improperly disclosing confidential user information, such as: Email address -
Phone number - Physical address, etc.
Description

NI IR Lo EIge NIaRes bounds how long a sensitive value survives on the system clipboard: its doc
comment promises the text is "cleared after [ttl]", preferring "OS-enforced expiration", with SEIESIRARR] at
three minutes (' secure_clipboard_service.dart#L27-L37"). The 24-word recovery phrase is sent through it

by ‘recovery_phrase_body.dart#L59-L63".

takes the native, OS-enforced path only on iOS, where [JJJIFEM= sets items

that expire "even while the app is suspended or terminated" (' AppDelegate.swift#L28-L72"). The repository

contains No ElOTERITIATI =M B oLeEIge| handler on the Android side, so every Android copy falls through
to a plain and an in-process Dart . When Android Kills the backgrounded wallet
under ordinary lifecycle pressure, that timer disappears while the phrase remains in the system clipboard,

and a fresh launch constructs a new service instance with no persisted deadline. The Android copy also

omits [WETDENG TSNS LTI NEE so the phrase is not concealed in clipboard previews.

From Android 10 onward a clipboard reader must be the foreground application or the default IME, so the
exposure is realised by a separate installed application opened normally after the advertised deadline. The
PoC measures that boundary: in the process-death arm a native reader foregrounded roughly 188 seconds
after the copy recovered the 24-word canary and reported , while the live-process
control at the same boundary received an empty value — isolating process termination, not timing, as the
cause. On the tested Android 16 device the system auto-clear timeout was 3,600,000 ms, so the OS did not
enforce the promised 180-second bound either. Without this defect, an application first foregrounded after
three minutes receives an empty clipboard; with it, that application receives the wallet's recovery phrase,

improperly disclosing confidential user information.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/services/secure_clipboard_service.dart#L27-L37
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/components/recovery_phrase_body.dart#L59-L63
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/ios/Runner/AppDelegate.swift#L28-L72

@ Immunefi
IMM-WA-HIGH-88914

Hide balances redacts amounts on the multisig approval screen, concealing an
fallback transfer

Report ID #88914
Severity High
Category Websites & Apps
Asset https: ith
dy/mobile-app
Impact Direct theft of user funds
Description

Approving a multisig proposal resubmits its inner call, which the chain compares byte-for-byte against what
it stored, "so the sheet shows the caller exactly which call they are approving"

(multisig_approve_confirm_sheet.dart#L38-142").

renders every native-token through the general transaction display provider,
which watches [ B I LR With the global privacy setting active every amount collapses to
the literal [JBS8B (‘ currency display provider.dart#242", #1283-1310"). Separately, assigns
the summary of its primary branch alone, so the confirmation headline is derived only from

main

LI EE: o {VEIR YR (el i R (o]l EitaleIMb 1 ocked = _submitting || _loadingCallBytes || _callBytesFailed

blocks while call bytes are loading or unavailable, but never when a signed field is redacted, so a screen
that cannot render the amount it is signing still offers Approve.

A cosigner therefore proposes whose primary branch wraps a 1 QUAN

M B IR (Y1) i (SR EIA - NN, and whose fallback transfers 999,999.999999999999
QUAN to the same expected recipient. (IR I REIREI calls TIEReoRs so under the multisig's

signed origin the primary branch fails with and dispatches the fallback
(src/lib.rs#601-L611"). The victim's screen headlines the proposal as 1 QUAN, shows [JEEEE for both

nested amount rows, and leaves Approve enabled. The PoC establishes the injectivity failure: fallback
transfers of 2 QUAN and of 999,999.999999999999 QUAN produce different SCALE-encoded call bytes and
identical authorization text. Once the threshold is reached the attacker executes and the fallback runs,
limited only by the multisig's available balance — direct theft of user funds.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_approve_confirm_sheet.dart#L38-L42
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/providers/currency_display_provider.dart#L242
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/providers/currency_display_provider.dart#L283-L310
https://github.com/immunefi-team/audit-comp-quantus-chain/blob/3b243b870a5442a6e5f443056f67bbba87d472f5/pallets/utility/src/lib.rs#L601-L611

@ Immunefi

Severity note. Both declared impacts are Critical. The outcome depends on the victim having the global Hide
balances setting enabled when entering the authorization flow and then approving, and the report itself
identifies that user-interaction dependency as the reason it does not claim Critical.
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@ Immunefi
IMM-WA-MED-88274

USBERAA FEidelyl decoding drops the nested transfer summary, hiding the amount on
the multisig approval sheet

Report ID #88274

Severity Medium
Category Websites & Apps
Asset https: ith

dy/mobile—agg

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

The multisig approval sheet is the screen that asks a co-signer to authorise a stored proposal, and its
renderer states that batches are among the proposal shapes it must render correctly rather than assume to

be transfers (decoded_call_view.dart#L9-L14). IR ClaRd-nRIT1 attaches a ESEEIIEIR to every

decoded transfer (call decoder.dart#l.140-1147), and the sheet builds its headline amount from that

S lnElaYAiGlfelilslilDccodedCal 1Headline . of Rl f mt . formatBalance

(multisig_action_confirm_sheet.dart#L354-1L360). Every other wrapper in the same ke lifts its inner

call's summary upward: , and all pass it (call decoder.dart#L.546-1581),
asd and . , which serves , batch_allfelglelforce_batchRelelst

not:

The nested amount then survives only as an NileVigka=¥=ake|, Which renders through [Nl ks ¥ =i golVaNe (g

(decoded_call_view.dart#L66-L69); that provider watches EEVERRE s aldgVale [y and replaces both
amounts with = (currency display provider.dart#L374-1380). With Hide balance on, a one-item

USRERAYN Fidel)) proposal therefore states its amount nowhere on the sheet, while the same transfer
unwrapped still states it once in the headline. Confirmation stays enabled — [JfJeiEle| covers only
submission, byte loading and byte-load failure (multisig_action_confirm_sheet.dart#L361-L362) — and

forwards the authoritative bytes unchanged. The report's 46-byte fixture decodes to a transfer of
987654321000000 base units, 987.654321 tokens at the chain's 12 decimals, and the runtime regression
asserts that exact delta on the destination once a second registered signer approves. The second signature
is real, but a principal transaction parameter is absent from the screen that requests it, which is a malicious

interaction with an already-connected wallet.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/components/decoded_call_view.dart#L9-L14
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/chain/call_decoder.dart#L140-L147
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L354-L360
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/chain/call_decoder.dart#L546-L581
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/components/decoded_call_view.dart#L66-L69
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/providers/currency_display_provider.dart#L374-L380
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L361-L362

@ Immunefi
Severity note. The exposure is bounded by conditions the report states: Hide balance is opt-in and off by

default (settings service.dart#l 386-1388), the proposer must already be a registered signer of the multisig
and below its threshold alone, the wrapper and destination remain visible on the sheet, no signature or

threshold check is bypassed, and the finding does not apply at threshold 1 because no second approval is

solicited.
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https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/settings_service.dart#L386-L388

@ Immunefi
IMM-WA-MED-89188

UTXO pager orders only by block height, so a page boundary drops a same-height
transfer from the claim list

Report ID #89188
Severity Medium
Category Websites & Apps
Asset https: ith
dy/quantus_sdk
Impact Temporary freezing of funds for at least 24 hour
Description

Wormhole notes are keyless, so the only spend path is the inbound list the SDK assembles: a row
that never enters that list cannot be turned into a UTXO and proved out. [[JgilsldR-NIS (N 1% kel= pages those
rows 300 at a time (wormhole utxo service.dart#L127-L130) with SJge /IR NEEREATe SERAI {1 FRE-F{3 8] 2Nd

nothing else (#L.296-1.313), and KRR NRREENRIFNES Walks them with a plain SRR - T Q=T I P4

(#L366-1.395). Block height is not unique, however, and [BiJia1/ 2=l over a non-unique ordering does not

partition the table: when three or more transfers share a height sitting on a 300-row boundary, one sibling
is returned twice and another is omitted. The walk then writes a disk cache at [l [Vl Kol: 3N Il =

I EM IR I e =0V ddg and subsequently queries only [f3fiaad that cutoff (#L507, #L.555-1563), so the

skipped finalized height is never asked for again, and clearing the cache repeats the same height-only walk

and loses the same row. reaches AINSNANERNEEES Without clearing anything

(wormhole_send_service.dart#L250-L258). Against local Postgres running the query the shipped service

issues, 2439 rows returned but only 2438 were unique, and a 2.59 QUAN note was absent from the
spendable set. A phone or miner-app holder cannot change the ordering, so the note stays unspendable

until an app or SDK release ships — a temporary freeze of those funds measured in days, not hours.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_utxo_service.dart#L127-L130
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_utxo_service.dart#L296-L313
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_utxo_service.dart#L366-L395
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_utxo_service.dart#L507
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_utxo_service.dart#L555-L563
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/wormhole_send_service.dart#L250-L258

@ Immunefi
IMM-WA-MED-88786

Point-of-sale screen promotes a pre-execution pool notification to paid, so a

rolled-back [EidlEIM reads as payment received

Report ID #88786
Severity Medium
Category Websites & Apps
Asset https: ithub.
dy/mobile-app
Impact [GAP: impact — not declared in the export]
Description

The node's integration document for sets the contract for this client in its own words:
never release goods, mark an invoice paid, or credit a balance on a notification alone, because anyone can
submit a holding one real-looking transfer and one transfer that must fail
docs/rpc_additions/transaction_pool_listener . mdRKeaENREE] T ielaV NNl dliCI@nE\el sl g F=\s
description: it takes the extrinsic from the ready pool and calls , which descends into
, and , broadcasting before any execution and without consulting a dispatch

event (). In the wallet, 's callback compares only the announced
amount against the invoice, records a , calls and assigns
(pos_gr_screen.dart#L75-L105). accepts an optional confirmation
callback (pending_transaction_polling service.dart#L23), but the screen supplies none, so nothing gates
the paid state on the poller's result; is (#L48), and is assigned
at one place and never reset, so there is no revocation path. drives the app bar title to

and swaps the bottom actions to Done / New Charge (#L172-1189). A customer
who wraps the invoice transfer in beside a child that must fail therefore reaches that
state, and the runtime rolls the whole batch back: the PoC asserts the merchant's balance is exactly

unchanged. The merchant releases goods against a confirmation the project's own documentation prohibits

acting on, at the cost of a failed extrinsic's fee.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/pos/pos_qr_screen.dart#L75-L105
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/services/pending_transaction_polling_service.dart#L23
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/pos/pos_qr_screen.dart#L48
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/pos/pos_qr_screen.dart#L172-L189

@ Immunefi
IMM-WA-MED-88221

Unvalidated glylel¥lid in the JeE)y deep link freezes the wallet on unbounded
materialisation

Report ID #88221
Severity Medium
Category Websites & Apps
Asset //g]
dy/mobile-app
Impact Taking down the application/website
Description

The wallet registers [ SHVIA TR VEIIATEMNAEY, 2aS an auto-verified Android App Link

(AndroidManifest.xml#l 44-152) and as an iOS Universal Link via EJJ ISR M TEIAIMeell, SO an ordinary
link on any page opens it. DESIBNI =g« fails closed on the recipient and on the recipient only

(deep_link_service.dart#L59-L68), while ENaAl A= i A1l carries as a raw string and

tests it for emptiness alone (route _intent providers.dart#L56-1L63). The home screen pushes
InputAmountScreen(initialAmount: .., isPayMode: true)[(ldlIaR=IaeElns: Mkl ad ML %) "V [o1{c)
parses that string synchronously on the Ul isolate through

(input amount screen.dart#L74-187). Normalisation strips grouping separators and swaps the decimal mark,
but it does not reject or bound exponent notation (Locale_number_config.dart#L65-1L82), SO
reaches , which multiplies the lazily held value by the chain's scale factor and calls
(number_formatting_service.dart#L132-1148). That call materialises the full integer — 33,219,321
bits for that input — and the surrounding / catches exceptions, not a hang. The harness measured

42-53 s of blocking on a desktop arm64 core against a 5 ms control, the cost grows superlinearly with an
exponent nothing bounds, and the project's own device reproduction ended in the operating system Killing
the unresponsive app after roughly six minutes. Because the parse runs on the Ul isolate inside ,
the wallet accepts no input for the duration, taking down the application.

Severity note. The denial is per tap rather than persistent: the lives in an in-memory provider
that is nulled before the send flow is pushed (home_screen.dart#L128), so relaunching from the icon yields a

working wallet, no funds are stolen or frozen on chain, and no key material sits on the affected path.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/android/app/src/main/AndroidManifest.xml#L44-L52
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/services/deep_link_service.dart#L59-L68
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/providers/route_intent_providers.dart#L56-L63
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/home/home_screen.dart#L135-L143
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/input_amount_screen.dart#L74-L87
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/locale_number_config.dart#L65-L82
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/number_formatting_service.dart#L132-L148
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/home/home_screen.dart#L128

@ Immunefi
IMM-WA-MED-89478

Balance-privacy display blanks the transfer amount on the multisig approval sheet

while Approve stays enabled

Report ID #89478

Severity Medium
Category Websites & Apps
Asset

dy/mobile-app

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

The multisig approval sheet is the last screen a co-signer sees before signing, and it decodes the

authoritative stored call bytes correctly: the wrapper S8R EYddy, the inner
M - R LTl [EYdsl and the full destination address all render. Each parameter is drawn by

DecodedCallViewselgleRelgBAmountF iel dReEUCERICAEIIER it t xAmountDisplayProvider

(decoded_call_view.dart#L66-L69) — the same provider the portfolio uses, which watches

YT bR e Sal oo WaRe[SYs and rewrites both the primary and secondary amount to the placeholder =
(currency display provider.dart#L374-1380). Balance privacy is a portfolio-display preference, however,

not an authorisation to omit a transaction parameter from a signing confirmation: the sheet offers no
per-field reveal and no warning, and it leaves Approve enabled, because its [l predicate covers only
submission, byte loading and byte-load failure (multisig action confirm_sheet.dart#L.361-L362). A

co-signer of an ordinary funded 2-of-2 multisig who has enabled the toggle is therefore asked to approve
Utility.batch([Balances.transfer_allow_death(attacker, 1,000,000 QUAN)]1)RWiigl on
screen. The proof of concept taps Approve, signs the exact bytes with the production ML-DSA key, and the

runtime accepts the byte-identical extrinsic and moves 1,000,000 QUAN out of the multisig to the
proposer. The approval that meets the threshold is genuine; the amount it authorises was never displayed,

so the wallet submits a malicious transaction on its holder's behalf.

Severity note. The report's own scenario bounds the exposure: the proposer must already be a registered
co-signer of a funded multisig and cannot reach the threshold alone, the victim must have turned on the
balance-privacy toggle that the attacker cannot change, and the wrapper, the inner call name and the

destination address all remain visible on the sheet.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/components/decoded_call_view.dart#L66-L69
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/providers/currency_display_provider.dart#L374-L380
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/multisig_action_confirm_sheet.dart#L361-L362

@ Immunefi
IMM-WA-LOW-88305

JuLe bR (VIR BRI RIN T IIES OMits the pallet's signher deduplication and returns an
address the chain never creates

Report ID #88305

Severity Low

Category Websites & Apps
Asset

dy/quantus_sdk

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

derives a multisig account from the sorted and deduplicated signer list and documents
that determinism as precisely what lets callers pre-compute the address, and the SDK's

is that pre-computation. Its Rust derivation only sorts (multisig.rs#L8-125) and the
shared Dart guard checks only cardinality (multisig service.dart#L216-1223), so a list carrying a repeated
signer passes both the prediction and unchanged. The SDK then returns one
address while succeeds at another. tests takenness only
against addresses the chain will never create (#L87-1113), and the predicted value becomes

NTARSRFR-I YT [ =Yool S ek el (nultisig submission_service.dart#L114-1126) — the identity a caller stores
displays and funds. Value sent there lands on a hash-derived account with no key and no multisig record, so

the address the connected wallet operates on has been substituted for one that cannot exist.

Severity note. No adversary and no beneficiary are involved. The shipped wallet cannot produce the divergent
input, because its creation screen rejects a repeated signer before any prediction is made

(add_multisig screen.dart#L118-L121), and it never presents the predicted address as a funding target; the

exposure is as a library a third-party integrator calls directly.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/rust/src/api/multisig.rs#L8-L25
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L216-L223
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/multisig_service.dart#L87-L113
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/services/multisig_submission_service.dart#L114-L126
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/multisig/add_multisig_screen.dart#L118-L121

@ Immunefi
IMM-WA-LOW-88263

Late check-phrase lookup overwrites the current recipient's phrase, so the review

screen vouches for another address

Report ID #88263

Severity Low

Category Websites & Apps
Asset https://githut

dy/mobile-app

Impact Malicious interactions with an already-connected wallet, such as: Modifying
transaction arguments or parameters - Substituting contract addresses -
Submitting malicious transactions

Description

The wallet's defence against a substituted recipient is a human-readable check phrase, computed in a
background isolate behind a per-address cache that returns a hit before any isolate work
(human_readable_checksum_service.dart#L66-1L99). Inside one method of NG dg=E=n the

self-send probe drops a late answer when the field no longer holds the address it was started for; the
check-phrase lookup thirteen lines below writes its result unconditionally
(select_recipient_screen.dart#L122-1140). A slow miss for a pasted address therefore lands after a fast hit

for a recent one and overwrites the kept address's phrase. The value is propagated, not re-derived:
RTINS II Rl accepts a phrase it was handed (input_amount_screen.dart#L88-194), the review screen

renders it beside the recipient (review sen reen.dart#1199-1205), and the hardware-signing session

shows it as its third detail line (regular_send strategy.dart#L129-L138). The control meant to catch a

substituted address instead vouches for one the user is not paying, on the last screen before the signature.

Severity note. There is no attacker angle. Both address changes are made by the user, no remote input
reaches this screen, the recents list is fed only by the user's own outgoing transfers, and the full address is
displayed next to the phrase; reaching the state requires a specific and fast sequence of taps that is not a

common way to use the screen.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/human_readable_checksum_service.dart#L66-L99
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/select_recipient_screen.dart#L122-L140
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/input_amount_screen.dart#L88-L94
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/review_send_screen.dart#L199-L205
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/mobile-app/lib/v2/screens/send/regular_send_strategy.dart#L129-L138

@ Immunefi
IMM-WA-INSIGHT-88382

Wallet mnemonic stored with the default iOS Keychain accessibility class

Report ID #88382
Category Websites & Apps
Asset https://github.com/immunefi-team/audit-comp-quantus-apps/tree/audit-comp-rea
dy/quantus_sdk
Impact —
Description

builds its only [GIRLIEIEILIErSE With no HONUFIE (settings service.dart#L16) and

writes the BIP39 mnemonic through it (#L.349-L358), so on iOS the item takes the library default

LT N A A N olT RN RTINS Y G| rather than a PRS0l class; no accessibility option appears

anywhere in the two in-scope Dart trees. Such items are copied into an encrypted device backup and
restored onto other hardware, so the seed from which every account key derives is neither

backup-excluded nor device-bound.
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https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/tree/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/settings_service.dart#L16
https://github.com/immunefi-team/audit-comp-quantus-apps/blob/d5fc4d6572ebc2244e95009a33f5da5048935867/quantus_sdk/lib/src/services/settings_service.dart#L349-L358
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